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ABSTRACT
Avram, Remus Călin Ph.D., Engineering Ph.D. program, Wright State University, 2016,
Fault Diagnosis and Fault-Tolerant Control of Quadrotor UAVs.
Quadrotors represent a special class of Unmanned Aerial Vehicles (UAVs) and have
attracted significant attention in recent years due to their potential in various military
and civilian applications. However, due to their intrinsic fabrication process and compo-
nent damage, quadrotors are prone to various type of faults. This dissertation presents
the design, analysis, and experimental implementation of fault diagnosis, fault-tolerant
control, and controller verification methods to achieve safety assurance and trusted au-
tonomy of quadrotor UAVs. First, the issue of sensor faults is investigated under two
different scenarios: (1) the case when all Euler angles are available for measurement;
(2) the case when roll and pitch angles are not measurable and need to be estimated.
Nonlinear adaptive estimators are designed to provide possible simultaneous accelerom-
eter and gyroscope fault detection, isolation, and bias estimation. Next, the issue of
fault-tolerant control of quadrotor UAV in the presence of actuator faults is considered.
First, the design of an integrated fault diagnosis and accommodation scheme is inves-
tigated. Nonlinear adaptive thresholds are designed to improve the robustness of the
fault detection and isolation algorithm. The fault diagnostic information is used for
accommodating the effect of the faults. Second, a nonlinear adaptive fault-tolerant alti-
tude and attitude controller is developed to automatically stabilize and recover tracking
performance of the quadrotor, even in the presence of possible multiple simultaneous
actuator faults. Compared with the first approach, the adaptive control framework is
able to automatically accommodate the effects of actuator faults without the need of a
fault diagnosis mechanism. Finally, a run-time assurance architecture is investigated for
the verification and validation of the adaptive fault-tolerant altitude attitude controller.
The algorithms are presented with a rigorous framework aimed at characterizing their
performance properties. The above algorithms are implemented and evaluated using a
iii
real-time indoor quadrotor test environment. Experimental flight test results are shown
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I. INTRODUCTION
Unmanned Aerial Vehicles (UAVs) have attracted significant attentions in recent
years due to their potentials in various military and civilian applications, including secu-
rity patrol, search and rescue in hazardous environment, surveillance and classification,
attack and rendezvous [1]. In addition, compared with manned systems, the reductions
in operations and support costs for unmanned vehicles offer the advantage for life cycle
cost savings [2]. The potential capabilities offered by unmanned vehicles have been well
recognized and continue to expand. For instance, as reported in Teal Group’s 2013
market study [3], Unmanned Aerial Vehicles continue to be the most dynamic growth
sector of the world aerospace industry this decade, and the UAV spending will more
than double over the next decade from current worldwide UAV expenditures of $5.2
billion annually to $11.6 billion, totaling just over $89 billion in the next ten years.
In manned systems, the human operator functions as the central integrator of the
on-board systems to achieve their operational capabilities. Due to the requirement of
autonomous operations without a human operator, autonomous control of UAVs is much
more challenging and UAVs currently suffer significantly more mishaps when compared
to their manned counterparts [2, 4]. Repeatedly failed missions detract from the will-
ingness to use unmanned systems. As acknowledged by The Office of the Secretary of
Defense in its UAVs Roadmap [2,4], before the acceptance and use of UAVs can be ex-
pected to expand, advances must occur in the general areas of reliability, survivability,
and autonomy. In order to enhance the reliability, survivability and autonomy of UAVs,
advanced intelligent control and health management technologies are required, which
will enable UAVs to have the capabilities of state awareness and self-adaptation.
Inspired by the above challenges, this research aims towards the design, analysis
and experimental implementation of fault diagnosis, fault-tolerant control, and controller
verification methods to achieve safety assurance and trusted autonomy of quadrotor
UAVs. First, the issue of sensor faults is investigated under two different scenarios:
(1) the case when all Euler angles are available for measurement; (2) the case when
roll and pitch angles are not measurable and need to be estimated. Next, the issue of
fault-tolerant control of quadrotor UAVs with actuator faults is considered. Two ap-
proaches for fault-tolerant attitude tracking are developed. First, the integration of an
actuator fault diagnosis scheme with a fault accommodation algorithm is investigated.
1
The fault diagnostic information is used to ensure fault-tolerance to actuator faults.
Second, a nonlinear adaptive fault-tolerant altitude and attitude controller is developed
to automatically stabilize and recover tracking performance of the quadrotor. The adap-
tive control method is designed to handle possible multiple simultaneous actuator faults
without the need of a fault diagnosis mechanism. Finally, a run-time assurance archi-
tecture is investigated for the verification and validation of the adaptive fault-tolerant
controller. The algorithms are presented with a rigorous analytical framework aimed at
characterizing their performance properties. The above algorithms are implemented and
evaluated using a real-time indoor quadrotor test environment. Experimental flight test
results are shown to illustrate the effectiveness of the proposed methods. The remainder
of this dissertation is organized as follows:
• Chapter 2 includes a brief overview of model-based fault diagnosis and fault-
tolerant control methods, recent developments of these methods for quadrotor
platforms, and the research motivation highlighting the contribution of this dis-
sertation.
• Chapter 3 provides an overview of the quadrotor mathematical model and the
real-time experimental architecture setup.
• Chapter 4 describes the sensor fault diagnosis method when all Euler angles are
available for measurement. Sensor faults are modeled as biases in the accelerometer
and gyroscope measurements. A nonlinear fault diagnosis scheme is developed to
detect, isolate and estimate the possible simultaneous occurrence of such faults.
• In Chapter 5, we extend the results in Chapter 4, by relaxing the assumption
on roll and pitch measurement. Based on the sliding-mode technique, a new roll
and pitch angle estimation method is designed. Using the estimated roll and pitch
angles, a diagnostic scheme is developed for detecting, isolating and estimating
possible simultaneous accelerometer and gyroscope faults.
• Chapter 6 presents the systematic design of a fault detection, isolation, and
accommodation algorithm for quadrotor actuator faults using nonlinear adaptive
estimation techniques. Adaptive thresholds for fault detection and isolation are
systematically designed to enhance the robustness and fault sensitivity of the diag-
nostic algorithm. Additionally, after fault isolation, the fault parameter estimate
2
generated by the matched adaptive isolation estimator is used for accommodating
the effect of the fault.
• In Chapter 7, the design of a nonlinear altitude and attitude adaptive fault-
tolerant controller which does not need a fault detection and isolation mecha-
nism is described. The adaptation in the control law arises due to the unknown
fault magnitudes. Based on nonlinear adaptive backstepping technique, the fault-
tolerant control algorithm guarantees asymptotic convergence of the altitude and
attitude tracking error even in the presence of possible multiple actuator faults
and modeling uncertainties.
• Chapter 8 describes the the design of a run-time assurance (RTA) algorithm for
the adaptive fault-tolerant controller presented in the Chapter 7. The objective is
to monitor and detect software faults and potential malfunctions in the adaptive
controller.
• Chapter 9 includes some concluding remarks and some discussion of possible
future research directions.
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II. MODEL-BASED FAULT DIAGNOSIS AND FAULT-TOLERANT CONTROL
This section introduces general concepts of fault diagnosis (FD) and fault-tolerant
control (FTC). Furthermore, a literature review of state of the art FD and FTC methods
with application to quadrotor UAVs is presented, highlighting some of the research
challenges and open topics. Based on these discussion, the research objectives and
contribution of this dissertation are presented.
GENERAL OVERVIEW OF MODEL-BASED FD AND FTC METHODS
Definition [5]: A fault is an unpermitted deviation of at least one characteristic
property of a variable from an acceptable behavior.
Fault diagnosis and fault-tolerant control are crucial components for the safe oper-
ation of most engineering applications. Based on their intrinsic components properties
and fabrication process, electro-mechanical systems are always prone to faults. The
unsupervised occurrence of a fault could lead to undesired performance, loss of control-
lability and even catastrophic outcomes. As a consequence, early information about
fault occurrence, its location, and magnitude plays an integral role in the overall control
and stability of such systems.
In hardware redundant fault diagnosis approaches, the occurrence and possibly the
location of a fault can be determined at the expense of additional sensors, actuators
or other components. Obviously, this method has severe drawbacks due to increased
component cost and additional space needed to accommodate redundant hardware. This
is especially true in the case of unmanned air vehicle systems, which are constrained
with limited payload. In order to overcome these issues and fueled by the advances
in computing technology, model-based fault diagnosis methods have been developed,
contributing significantly to the growth of more intelligent and cost effective diagnosis
methods [5–7].
Figure 2.1 shows a general architecture of fault diagnosis system using the model-
based approach. Model-based fault diagnosis is typically comprised of two processes:
1.) Residual Generation: residuals are generated by taking the difference between the
system’s actual measurements and its estimation obtained from a mathematical
model.
4
Figure 2.1: General Model-Based Fault Diagnosis Architecture.
2.) Decision Logic: the residuals are analyzed against appropriately designed thresh-
olds within a decision scheme with the purpose of generating fault information,
such as occurrence, location or magnitude.
Generally speaking, faults can be classified in the following three categories:
i) sensor faults corrupt the system measurements, causing a deviation between actual
and sensed input/output variables,
ii) actuator faults represent discrepancies between commanded input and actual input
to the system,
iii) process/component faults are physical failures of the system components which
lead to changes in the normal system dynamics.
The fault diagnosis procedure consists of three main tasks: (i) fault detection
indicates the occurrence of a fault in a system; (ii) fault isolation localizes and identifies
the type of fault; (iii) fault identification provides an estimation of the fault magnitude.
Once a fault has been diagnosed (detected, isolated and identified) it is highly
desirable to use this information in order to maintain/recover the safe operation of the
system after fault occurrence. To this end, advanced control systems aim to achieve fault
tolerance and compensate for the effects of the faults in the system. Typically, fault-
tolerant control systems are divided into two categories: (i) passive fault-tolerant control,
which relies on the robustness of the control law with fixed parameters to maintain
system performance in the presence of the fault; (ii) active fault-tolerant control, which
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consists of adjusting controller signals based on fault information provided by a fault
diagnosis system.
LITERATURE REVIEW OF FDI AND FTC WITH APPLICATION TO
QUADROTOR UAVS
In recent years the use of quadrotors has grown substantially, both in military
and civilian applications. When subjected to sensor or actuator faults, quadrotors can
possibly not only fail to complete a given task, but also become a hazard to their inherent
environment. Therefore, exceptional attention must be paid when dealing with faults in
such systems.
Quadrotors belong to a smaller class of hovering unmanned air vehicles. Unlike
traditional helicopters, fixed pitch blades are used to generate lift. Quadrotors are
structurally less complex than helicopters, while preserving vertical take-off and landing
(VTOL) capabilities. Additionally, when compared to fixed wing UAVs, quadrotors are
not constrained by the need of large flight areas, which makes them ideal candidates for
indoor flight and research projects.
Quadrotors are often equipped with low-cost and lightweight micro-electro-mechanical
systems (MEMS) inertial measurement units (IMU) including 3-axis gyroscope, ac-
celerometer, and magnetometer. These sensors play an essential role in most quadrotor
navigation and control applications. However, as discussed in [8], the mechanical com-
ponents of MEMS tend to break down in a catastrophic manner, while the electronic
elements often undergo a gradual degradation process (for instance, the values of micro-
resistors may change slowly). Therefore, IMU measurements of are susceptible to bias
faults as a result of component damage/degradation, temperature variation, excessive
vibration, etc. The detection and estimation of these sensor faults plays an important
role in the safe operations of quadrotors [9–11].
Quadrotors are equipped with four propellers, mounted on the shafts of four brush-
less DC motors, respectively. The spinning of the rotors generates the required thrust
to maintain the quadrotor airborne. Additionally, the quadrotor attitude is controlled
by systematically varying the rotor velocities which generate moment forces acting on
the body frame. However, the actuating motor-propeller system is prone to faults due
to component degradation or damage to the motors, propellers, etc. The occurrence of
6
such actuator faults could lead to undesirable effects on the tracking performance and
stability of the closed-loop control system [10].
Most fault diagnosis methods with application to quadrotor UAVs deal exclusively
with actuator faults, and research results on quadrotor sensor fault detection and iso-
lation (FDI) are still limited [10]. Following the well-known architectural framework of
Generalized Observer Scheme (GOS) [6], several researchers have developed interesting
quadrotor sensor FDI methods using various observer or estimator techniques, includ-
ing robust linear parameter varying (LPV) observer [9], set membership based estima-
tion [12], nonlinear identity observer [13], and reduced-order nonlinear observers [14],
etc. The GOS architecture consists of a bank of diagnostic observers or estimators,
where each observer uses the measurements from all sensors except one. Since GOS-
based sensor fault diagnosis methods is designed based on the assumption of single fault
occurrence, the case of multiple simultaneous sensor faults were not considered. In [11],
a Thau observer is employed based on full attitude measurement, for the detection of
accelerometer bias. The work of [15,16] assumes that the quadrotor behaves in a quasi-
static manner, that is the translational acceleration is zero. Based on this assumption
the detection of gyroscope, accelerometer and magnetometer faults is designed. Ad-
ditionally, interesting results have also been obtained using Kalman filter (KF) based
methods for simultaneous estimation of quadrotor vehicle state and sensor bias (see, for
instance, methods using the extended KF [17, 18], observer Kalman filer identification
(OKID) technique [19], and the unscented KF [20]). However, a stability analysis for
extended KF or unscented KF applied to parameter estimation of nonlinear systems is
very difficult, and the extra system state variables introduced to represent the unknown
sensor fault parameters make it more difficult to satisfy the observability condition with
limited sensor measurements.
Various methods for attitude stabilization or tracking of quadrotor UAVs have been
presented, including PD2 control structure [21], backstepping technique [22], disturbance
rejection control strategy [23], and adaptive control [24]. These control schemes are
designed by assuming the absence of faults in the quadrotor system. Actuator faults
pose a greater threat to the overall control and stability of quadrotor UAV systems. A
partial loss of efficiency in one or more of the rotors results in the immediate loss of thrust
and torque generated by the faulty rotor. This can significantly degrade the quadrotor
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performance, and if unattended can quickly destabilize the quadrotor resulting in an
imminent crash. Fault-tolerant control can be designed based on either an integrated
fault diagnosis and accommodation architecture or an adaptive control framework that
automatically adapts to fault effects without the need of a fault diagnosis mechanism.
Hence, actuator fault diagnosis and fault-tolerant control has received much attention.
Early fault detection and isolation (FDI) can potentially avoid the development of
more serious faults. Detailed fault information acquired by a fault diagnosis procedure
is very valuable to condition-based maintenance, redundancy management, and FTC.
Most of the existing quadrotor actuator fault diagnosis methods are evaluated using
simulation results [10]. For instance, an interesting actuator fault reconstruction method
is developed in [25] using a sliding mode observer. It is assumed that the perturbations
from hover flight are small to obtain a linear relationship between Euler angle rates
and body angular rates. Systematic quadrotor actuator FDI methods presented with
experimental results are still limited. Some exciting experimental results have been
obtained using a two-stage Kalman filter [26], an adaptive Thau observer [27], and
sliding mode techniques [28]. However, these FDI methods are developed either based
on a linearized model [26] or by assuming a linear relationship between Euler angle
rates and body angular rates [27, 28]. The experimental results were obtained while
the quadrotor was kept hovering at a stable position. Additionally, the FDI thresholds
used in [26–28] are fixed constants chosen manually. Moreover, the important issue of
integrating FDI with FTC was not considered in [27,28].
Alternatively, advanced adaptive control systems have also attracted significant
attention because of the potential to achieve fault-tolerance without the need of a fault
detection and isolation mechanism. Several adaptive FTC methods for accommodating
quadrotor actuator faults without using a fault detection and isolation component have
been reported in the literature. In [29, 30], model reference adaptive control designs
based on a linearized quadrotor model at the hovering condition are presented with
interesting experimental flight test results. Additionally, an adaptive attitude tracking
controller was developed in [31] using a unit quaternion representation and indirect
adaptive control techniques, which is evaluated using only simulation results. Systematic
adaptive FTC design (without a fault diagnosis mechanism) that is directly based on
the intrinsic nonlinearity of quadrotor dynamics and tested with real-time experimental
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results is still very limited.
RESEARCH MOTIVATION
The fault diagnosis and fault-tolerant control methods with application to quadro-
tors described above are very interesting and represent for the most part the current
state of the art. This dissertation aims to improve and expand current results of fault
diagnosis for quadrotor UAVs by specifically targeting the following areas of interest:
(1) sensor fault diagnosis, (2) actuator fault diagnosis and quadrotor fault-tolerant con-
trol, (3) quadrotor controller integrity monitoring. Additionally, real-time experimental
results are shown to illustrate the effectiveness of the proposed algorithms.
SENSOR FAULT DIAGNOSIS
Most of the sensor fault diagnosis results listed in the previous Section are pre-
sented in a simulation environment and/or are based on simplified quadrotor dynamics.
Additionally, reported sensor faults diagnosis results typically focus on the diagnosis of
a single fault, and simultaneous accelermoter and gyroscope faults are not considered.
In this research, a nonlinear method for detecting, isolating, and estimating pos-
sible simultaneous sensor bias faults in accelerometer and gyroscope measurements of
quadrotor UAVs is presented. Based on the quadrotor dynamics and sensor models un-
der consideration, the effects of sensor faults are represented as virtual actuator faults in
the quadrotor state equation. Two nonlinear diagnostic estimators are designed to pro-
vide structured residuals for fault detection and isolation. Additionally, after the fault is
detected and isolated, a nonlinear adaptive estimation scheme is employed for estimat-
ing the unknown fault magnitude. The stability and parameter convergence properties
of the adaptive estimation scheme are analyzed in the presence of sensor measurement
noise.
In Chapter 5, the critical assumption that roll and pitch angles are measurable
is removed and a new sensor fault diagnosis scheme is designed. Based on sliding-
mode observer techniques, a robust estimation of the quadrotor roll and pitch angles
is obtained by only using accelerometer measurements. Then, a diagnostic scheme is
developed for detecting, isolating, and estimating sensor bias faults in the gyroscope and
accelerometer measurements. Structured residuals are generated, allowing the detection
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and isolation of multiple simultaneous IMU sensor faults under consideration. After the
faults are detected and isolated, two nonlinear estimators are employed to provide an
estimate of the unknown fault magnitude. The stability and estimation performance
properties of the nonlinear estimators are established.
ACTUATOR FAULT DIAGNOSIS AND FAULT-TOLERANT CONTROL
Actuator fault diagnosis and fault-tolerant control designed based on the intrin-
sic nonlinearity of quadrotor dynamics and demonstrated with real-time experimental
results are still very limited and most of the fault-tolerant methods with application
to quadrotor UAVs reported in literature do not consider the presence of modeling
uncertainties during the design and analysis process. In this dissertation, we present
the design, analysis, and experimental results of quadrotor actuator fault diagnosis and
fault-tolerant control by using nonlinear adaptive techniques.
In Chapter 6 the systematic design and real-time experimental results of a fault
detection, isolation, estimation and accommodation algorithm for quadrotor actuator
faults using nonlinear adaptive estimation techniques is presented. Adaptive thresh-
olds for fault detection and isolation are designed to enhance the robustness and fault
sensitivity of the diagnostic algorithm. Additionally, after fault isolation, the fault pa-
rameter estimate generated by the matched adaptive isolation estimator is used for
accommodating the effect of the fault. Then, Chapter 7 presents the design, analysis
and implementation of a new nonlinear robust adaptive fault-tolerant altitude and atti-
tude controller for quadrotor UAVs subject to actuator faults without the need of a FDI
component. The control algorithm guarantees asymptotic convergence of the altitude
and attitude tracking error even in the presence of possible multiple actuator faults and
modeling uncertainties. The stability of the quadrotor altitude and attitude system is
shown using Lyapunov synthesis.
QUADROTOR ADAPTIVE CONTROLLER INTEGRITY MONITORING
Although various advanced fault-tolerant control methods for quadrotors have been
proposed, few studies have investigated the issue of controller verification. Before such
adaptive control systems can be adopted for use in safety-critical aerospace applications,
it must be certified that the adaptive controller meets certain reliability and safety
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requirements. For instance, adaptive control systems, such as the ones used in fault-
tolerant control designs are also prone to controller malfunctions due to software faults
and/or unanticipated hardware failures that could lead to violation of assumptions made
during the design and analysis process [32]. Thus, validation and verification (V&V)
of the adaptive fault-tolerant control scheme must be rigorously analyzed, in order to
achieve safety assurance and trusted autonomy.
Based on Lyapunov stability criterion, an online controller integrity monitoring
method is developed to detect software faults in the advanced adaptive controller. The
general method presented in [33] is tailored and extended for the adaptive fault-tolerant
controller developed in Chapter 7. Adaptive thresholds for software fault detection are
derived, ensuring the robustness with respect to fault parameter approximation error.
The fault detectability of the controller integrity monitoring algorithm is rigorously
established.
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III. QUADROTOR MODEL AND EXPERIMENTAL PLATFORM
QUADROTOR DYNAMICS
Figure 3.1: Quadrotor model in ”X” configuration. O(xE , yE , zE) represents the inertial
frame and O(xB, yB, zB) represents the body frame.
Figure 3.1 shows a simplified model of the quadrotor along with the assumed body
and inertial frames. As can be seen, the quadrotor motors and propellers are configured
such that rotors M1 and M3 rotate counter-clockwise, and rotors M2 and M4 rotate
clockwise, when viewed from the top. Each rotor is located at a distance d from the
quadrotor center of mass and produces a force Fs (s = 1, .., 4) along the negative z
direction relative to the body frame. Additionally, due to the spinning of the rotors,
each rotor also generates a counter torque (τs) acting on the quadrotor body. In this
research, the thrust and torque generated by the rotors are considered to be directly
proportional to the square velocity of the rotors [10, 34]. Specifically, the relationship
between the forces Fs and the reaction torques τs generated by each rotor and the rotor
angular velocity is given by:
Fs = bFΩs
2 (3.1)
τs = −k sgn(Ωs)Ωs2 , (3.2)
where bF and k represent rotor thrust and torque constants, respectively, and sgn(·)
represents the signum function. Thus, based on the quadrotor configuration shown in
Figure 3.1 and by using (3.1)-(3.2), the total thrust and moments acting on the quadrotor
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T represents the commanded rotor velocities, and M
represents the mapping matrix relating thrust and torques to rotor angular velocities
[34]. Specifically, the mapping matrix is given by:
M =

bF bF bF bF
bFa −bFa −bFa bFa
bFa bFa −bFa −bFa
k −k k −k

, (3.4)
where a = d/
√
2, and d is the distance from the center of mass of each rotor to the
center of mass of the quadrotor.
Several works focus on quadrotor modeling (see for example [35] and [36]). More re-
cently, [34,37] have aimed for higher modeling accuracy by including drag force, Coriolis
effects, blade flapping effects etc. Accurate modeling plays an important role in quadro-
tor control, especially in the case of aggressive maneuvers, tight group formations, etc.
However, when the quadrotor is in a non-aggressive maneuver state, these effects be-
come very small in comparison to gravitational pull and thrust generated by the rotors.
The dynamic model used in this research considers the gravity, thrust generated by the
rotors and drag forces acting on the quadrotor body.
The quadrotor nominal system dynamics derived from the Newton-Euler equations
of motion are given by:










































where the system state variables are pE ∈ R3, vE ∈ R3, η , [φ, θ, ψ]T , and ω ,
[p , q , r]T , representing the inertial position, inertial velocity, Euler angles, and angular
rates, respectively, and the system inputs include the thrust U , the rolling torque τφ,
the pitching torque τθ, and the yawing torque τψ. The rotation matrix REB in (3.6) is
defined based on a standard 3-2-1 rotation sequence as
REB(η) =

cθcψ sφsθcψ − cφsψ cφsθcψ + sφsψ
cθsψ sφsθsψ + cφcψ cφsθsψ − sφcψ
−sθ sφcθ cφcθ
 (3.9)
where s· and c· are shorthand notations for the sin(·) and cos(·) functions, respectively.
Additionally, the rotation matrix Rη(φ, θ) in (3.7), relating angular rates to Euler angle
rates, is given by:
Rη(φ, θ) =

1 sinφ tan θ cosφ tan θ
0 cosφ − sinφ
0 sinφ sec θ cosφ sec θ
 . (3.10)
The term cdvB in (3.6) represents the drag force acting on the vehicle frame, with cd
being the drag force coefficient and vB representing the velocity of the quadrotor relative
to the body frame. The remaining model parameters in (3.5) - (3.8) are the mass of
the quadrotor m, the gravitational acceleration g, and the quadrotor moments of inertia
about the body x-, y- and z-axis represented by Jx, Jy and Jz, respectively. The vehicle
velocity vE described in (3.6) is expressed relative to the inertial frame. The relationship
between the inertial velocity vE and the body velocity vB is given by
vE = REBvB . (3.11)
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Figure 3.2: Experimental System Architecture Setup
Figure 3.3: Experimental quadrotor platform in the Unmanned Air Vehicles Laboratory
at Wright State University, Dayton OH.
EXPERIMENTAL PLATFORM
A block diagram of the real-time experimental system setup is shown in Figure 3.2
and is comprised of three main components: (1) quadrotor platform, which is built in-
house with off the shelf components, (2) Vicon motion capture system, and (3) ground
station computer. During flight tests, quadrotor position and attitude information is
obtained from the motion capture camera system. The position and Euler angle mea-
surements are collected every 10ms and relayed from a Vicon dedicated PC via TCP/IP
connection to the ground station computer. The quadrotor is equipped with the Qbrain
embedded control module from Quanser Inc. The control module consist of a HiQ
acquisition card providing real-time IMU measurements, and a Gumstix DuoVero mi-
crocontroller running the real-time control software supporting up to 1kHz execution
cycles. An IEEE802.11 connection between the ground station PC and the Gumstix al-
lows for fast and reliable wireless data transmission and on-line parameter tuning. The
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algorithms presented in the subsequent chapters are developed in Matlab/Simulink and
execute on-board while the quadrotor is in flight.
Figure 3.3 shows the quadrotor while in flight, labeling the main components:
Qbrain embedded control module (A), 4 propeller attached to four brushless DC motors
mounted on a custom frame (B), four electronic speed controllers (C) regulating the
rotors angular velocity based on the PWM signals generated by the on-board controller,
a 3-cell 2000mAh, 12V battery (D), and a safety landing gear (E) added to provide
improved protection of the control module during landing. Additionally, one of the
Vicon cameras (F) can also be seen in the background.
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IV. QUADROTOR SENSOR FAULT DIAGNOSIS WITH
MEASURED ROLL & PITCH ANGLES
INTRODUCTION
In this chapter, a nonlinear method for detecting, isolating, and estimating sensor
bias faults in accelerometer and gyroscope measurements of quadrotor UAVs is pre-
sented. The stability and convergence properties of the adaptive fault parameter scheme
is also analyzed. Based on the fact that the accelerometer and gyroscope measure the
specific forces/angular rates acting on the UAV body, the quadrotor dynamics are repre-
sented in terms of IMU measurements. Specifically, the measurements provided by the
accelerometer are expressed as inputs in the quadrotor translational dynamics, and the
measurements provided by the gyroscope are expressed as inputs in the quadrotor rota-
tional dynamics. Thus, the measurements provided by the IMU sensors are represented
as virtual actuators in the quadrotor dynamics, and the effects of IMU sensor biases
are treated as virtual actuator faults. Two robust diagnostic estimators are designed to
provide structured fault detection and isolation (FDI) residuals enabling the detection
and isolation of simultaneous gyroscope and accelerometer sensor faults. In addition, by
utilizing nonlinear adaptive estimation techniques [38, 39], adaptive estimators are em-
ployed to provide an estimate of the unknown sensor bias. The stability and parameter
convergence properties of the adaptive estimation scheme are analyzed in the presence
of sensor measurement noise. The sensor fault diagnosis method is implemented using a
real-time indoor quadrotor test environment. Real-time experimental results are shown
to illustrate the effectiveness of the diagnostic method.
PROBLEM FORMULATION
Recall the quadrotor nominal system dynamics:
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0 cosφ − sinφ

























where all the states and parameters in (4.1)-(4.4), have been defined in Chapter 3. As
in [11,18,40], it is assumed that Euler angles measurements are available. For instance,
these measurements can be generated by a camera-based motion capture system, a
technology commonly employed for indoor UAV flight [18,29,41,42].
MEMS sensors, such as accelerometers and gyroscopes, measure forces and mo-
ments acting in the body frame. By considering IMU measurements susceptibility to
bias faults, in this research, the accelerometer and gyroscope sensor measurements are
assumed to be given by:
ya(t) = a(t) + βa(t− ta)ba + na(t) (4.5)
yω(t) = ω(t) + βω(t− tω)bω + nω(t) (4.6)
where ya(t) ∈ R3 is the accelerometer measurement, yω(t) ∈ R3 is the gyroscope mea-
surement, ba ∈ R3 and bω ∈ R3 represent sensor bias faults in accelerometer and gyro-












represents the nominal acceleration measurement without bias and noise. Additionally,
βa(·) and βω(·) are fault time profile functions with unknown fault occurrence times ta
and tω, respectively. In this research, they are modeled as step functions given by:
βa(t− ta) =
 0 , when t < ta1 , when t ≥ ta
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βω(t− tω) =
 0 , when t < tω1 , when t ≥ tω
Additionally, it is assumed that the position measurements in the Earth frame are
available. Hence, the system model is augmented by the following output equation:
yp(t) = pE(t) + dp(t) (4.8)
where dp(t) represents zero mean position measurement noise.
Assumption 4.1. The sensor biases ba and bω in (4.5) and (4.6) are assumed to be
constant and bounded.
Assumption 4.2. The sensor measurement noises, denoted by na(t), nω(t) and dp(t) in
(4.5), (4.6), and (4.8), respectively, are assumed to be bounded zero mean signals. That
is:
E(na) = 0, E(nω) = 0, E(dp) = 0,
where E represents the expectation operator.
Remark 4.1. It is worth noting that, in practical applications, after the occurrence of an
IMU sensor bias, its magnitude may be time-varying and grow slowly over time. How-
ever, the change in the bias is often small over a short time duration [43]. Therefore,
the bias may be assumed to be constant on the short time duration under consideration.
The objective of this chapter focuses on the design, analysis, and experimental
demonstration of a robust fault detection, isolation, and estimation scheme for sensor
bias faults in accelerometer and gyroscope measurements described by (4.5) and (4.6).
FAULT DETECTION AND ISOLATION METHOD
This section presents the proposed method for detecting and isolating sensor faults
in accelerometer and gyroscope measurements. Substituting the sensor model given by
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Figure 4.1: Sensor fault diagnosis architecture.
(4.5) - (4.6) into the systems dynamics (4.1) - (4.4), we obtain:
ṗE = vE (4.9)






























As can be seen from (4.9) - (4.12), a bias in accelerometer measurements only appears
in the position and velocity dynamics. On the other hand, a bias in gyroscope mea-
surements only appears in the Euler angles and angular rate dynamics. Based on this
observation, the effect of a bias in either sensor measurements can be treated as a vir-
tual actuator fault. In addition, due to the decoupling of the two sensor faults in the
quadrotor state equations, it follows naturally to also divide the fault diagnosis tasks
of these two types of sensor faults. The proposed fault diagnosis architecture is shown
in Figure 4.1. As can be seen, under normal operating conditions, two FDI estima-
tors monitor the system for detecting and isolating fault occurrences in accelerometer
and gyroscope measurements. Once a fault is detected and isolated, the corresponding
nonlinear adaptive estimator is activated for sensor bias estimation.
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GYROSCOPE FAULT DIAGNOSTIC ESTIMATOR
Based on (4.11), the fault diagnostic estimator for the gyroscope bias can be de-
signed as follows:
˙̂η = −Λ1(η̂ − η) +Rη(φ, θ)yω , (4.13)
where η̂ ∈ R3 are the Euler angle estimates, and Λ1 ∈ R3×3 is a positive-definite diagonal
design matrix. Let the Euler angle estimation error be defined as:
η̃ , η − η̂ . (4.14)
Based on (4.11), (4.13) and (4.14), the dynamics of the attitude angle estimation error
are given by:
˙̃η = η̇ − ˙̂η = −Λ1η̃ −Rη(φ, θ)βωbω −Rη(φ, θ)nω . (4.15)






= rω(t) + eω(t) (4.16)





represents an additive zero mean noise term generated by filtering the measurement
noise nω through the following stable linear filter:
ėω = −Λ1eω −Rη(φ, θ)nω .
Therefore, E(η̃) converges exponentially to zero in the absence of faults. In addition,
based on (4.15), it can be seen that the residual η̃ is only sensitive to gyroscope sensor
bias bω. Thus, if E(η̃) is significantly different from zero, it can be concluded that a
fault in the gyroscope measurements has occurred.
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ACCELEROMETER FAULT DIAGNOSTIC ESTIMATOR
The translational dynamics of the quadrotor described by (4.9) and (4.10) can be
rewritten as follows:
ẋ = Ax+ f(η, ya) +Ga(η)βaba +Da(η, t)
y = Cx+ dp
(4.17)
where x = [pTE , v
T
E ]






















and C = [I3, 03×3], where I3 is a 3 × 3 identity matrix, 03×3 is a 3 × 3 matrix with
all entries zeros, and 03×1 is a 3 × 1 zero vector. Based on (4.17), the following fault
diagnostic observer is chosen:
˙̂x = Ax̂+ f(η, ya) + L1(y − ŷ)
ŷ = Cx̂
(4.18)
where x̂ ∈ R6 represents the inertial position and velocity estimation, ŷ ∈ R3 are
the estimated position outputs, L1 is a design matrix chosen such that the matrix
Ā1 , (A− L1C) is asymptotically stable. Note that (A ,C) is an observable pair.
Define the position estimation error as:
ỹ , y − ŷ , (4.19)
Using equations (4.17) - (4.18), the estimation error dynamics are given by:
˙̃x = Ā1x̃+Ga(η)βaba +Da(η, t)− L1dp
ỹ = Cx̃+ dp .
(4.20)
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= ra(t) + ea(t) + dp(t) , (4.21)





represents an additive zero mean noise term generated by filtering na(t) and dp(t)
through the following stable linear filter:





Clearly, E(ỹ) reaches zero exponentially in the absence of the accelerometer bias ba.
Furthermore, it can be seen from (4.20), the residual ỹ is only sensitive to the bias ba.
Therefore, if any component of E(ỹ) deviates significantly from zero, it can be concluded
that a fault in the accelerometer sensor measurement has occurred.
FAULT DETECTION AND ISOLATION DECISION SCHEME
As described in previous Sections, the two fault diagnostic estimators are designed
such that each of them is only sensitive to one type of sensor faults. Based on this
observation, the residuals η̃(t) and ỹ(t) generated by (4.16) and (4.21) can also be used
as structured residuals for fault isolation. More specifically, the following fault detection
and isolation decision scheme is formulated:
• In the absence of any faults, all components of E(η̃) and E(ỹ) should be close to
zero.
• If all components of E(η̃) remain around zero, and at least one component of E(ỹ)
is significantly different from zero, then it can be concluded that an accelerometer
fault has occurred.
• If all components of E(ỹ) remain around zero, and at least one component of E(η̃)
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is significantly different from zero, then it can be concluded that a gyroscope fault
has occurred.
• If at least one component of E(η̃) and at least one component of E(ỹ) are both
significantly different from zero, then it can be concluded that both a gyroscope
and an accelerometer sensor measurement fault has occurred.
The above FDI decision scheme is summarized in Table 1, where “0” represents residuals
with zero mean, and “1” represents significantly non-zero residuals.
Table 4.1: Fault Isolation Decision Truth Table.
No Fault Gyro Bias Accel Bias Accel & Gyro
Bias
E(η̃) 0 1 0 1
E(ỹ) 0 0 1 1
FAULT ESTIMATION
As shown in Figure 4.1, once a sensor fault is detected and isolated, the corre-
sponding nonlinear adaptive estimator is activated for estimating the unknown fault
magnitude in the accelerometer and/or gyroscope measurements. In this section, the
design of nonlinear adaptive estimators for sensor bias estimation is described.
ACCELEROMETER FAULT ESTIMATION
Based on (4.17), the adaptive observer for estimating the accelerometer bias mag-
nitude is chosen as:
˙̂x = Ax̂+ f(η, ya) + L2(y − ŷ) +Ga(η)b̂a + Ω˙̂ba (4.22)
Ω̇ = (A− L2C)Ω +Ga(η) (4.23)
ŷ = Cx̂ , (4.24)
where x̂ is the estimated position and velocity vector, ŷ is the estimated position output,
b̂a is the estimated sensor bias, and L2 is the observer gain matrix. The adaptation in
the above adaptive estimator arises due to the unknown bias ba. The adaptive law for
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updating b̂a is derived using Lyapunov synthesis approach [39,44] and is given by:
˙̂
ba = ΓΩ
TCT ỹ , (4.25)
where Γ > 0 is a symmetric and positive-definite learning rate matrix, and ỹa , ya− ŷa
is the output estimation error. Let us also define the state estimation error as x̃ , x− x̂,
and the parameter estimation error as b̃a , b̂a − ba. The stability and performance
properties of the above adaptive scheme are described below.
Theorem 4.1 Suppose that an accelerometer sensor bias fault occurs at ta ≥ 0 and is
detected at some time Ta > ta. Then, if there exists constants α1 ≥ α0 > 0 and T0 > 0,






ΩTCTCΩdτ ≥ α0I , (4.26)
the adaptive fault estimation scheme described by (4.22) - (4.25) guarantees that:
1. all signals in the adaptive estimator remain bounded;
2. E(x̃) and E(b̃a) converge exponentially to zero.
Proof. Based on (4.17) and (4.22), the dynamics governing the state estimation error
dynamics are given by
˙̃x = Ā2x̃−Ga(η)b̃a − Ω˙̂ba +Da(η, t)− L2dp , (4.27)
where Ā2 , A−L2C and b̃a , b̂a−ba is the parameter estimation error. By substituting
Ga(η) = Ω̇− (A− L2C)Ω (see (4.23)) into (4.27), we have
˙̃x = Ā2x̃− (Ω̇− Ā2Ω)b̃a − Ω˙̂ba +Da(η, t)− L2dp
= Ā2(x̃+ Ωb̃a)− Ω̇b̃a − Ω˙̃ba +Da(η, t)− L2dp .
(4.28)




ba. By defining x̄ , x̃+ Ωb̃a, the above
equation can be rewritten as:
˙̄x = Ā2x̄+D(η, t)− L2dp , (4.29)
where Ā2 is asymptotically stable by design (note that the pair (A ,C) is observable
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by design). By noting that the terms D(η, t) and L2dp in (4.29) are bounded (see
Assumption 2), it follows that x̄ is also bounded. By using the adaptive parameter




= −ΓΩTCTCΩb̃a + ΓΩTCTCx̄+ ΓΩTCTdp. (4.30)
Note the condition given by (4.26) provides the required persistent excitation condition
for parameter convergence [45]. Thus, using this property in conjunction with Theorem
2.2 from [46], it follows that the homogeneous part of (4.30) is exponentially stable. In
addition, as can be seen from (4.23), Ω is also bounded, which along with Assumption 2
implies that all signals in (4.30) are bounded. Because x̄, Ω and b̃a are bounded, it then
follows that x̃ is also bounded. This concludes the proof of the first part of the theorem.











= Ā2E(x̄) . (4.31)
Clearly, E(x̄) converges to zero exponentially because of the stability properties of Ā2.










Thus, based on the persistent of excitation condition (4.26), it follows from (4.32) that
E(b̃a) converges to zero exponentially. Finally, by applying the above results to the
definition of x̄, the second part of the theorem can be concluded.
GYROSCOPE FAULT ESTIMATION
Based on (4.11), after the occurrence of a gyroscope bias fault is detected and
isolated, the following adaptive estimator is designed in order to estimate the unknown
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sensor bias:
˙̂η = −Λ2(η̂ − η) +Rη(φ, θ)yω −Rη(φ, θ)b̂ω (4.33)
˙̂
bω = ΓRη(φ, θ)
T (η̂ − η) (4.34)
where η̂ is the Euler angle estimate, b̂ω represents the estimation of the sensor bias, Λ
and Γ are positive definite design matrices. The adaptive law given by (4.33) is derived
using Lyapunov synthesis approach [45]. In addition, in order to ensure parameter








TRη(φ, θ)dτ ≥ α0I3 , (4.35)
for some constants α1 ≥ α0 > 0 and T0 > 0, and for all t ≥ Tω, where Tω is the gyro-
scope fault detection time and I3 is the 3× 3 identity matrix. Let us define the attitude
angle estimation error as η̃ , η − η̂ and the bias estimation error as b̃ω , b̂ω − bω. The
stability and learning performance of the adaptive estimation scheme (4.33) - (4.34) is
given below.
Theorem 4.2 Suppose that a gyroscope sensor bias fault occurs at time tω ≥ 0 and is
detected at some time Tω > tω. Then, if the PE condition given by (4.35) is satisfied, the
adaptive scheme described by (4.33) - (4.34) guarantees that E(η̃) and E(b̃ω) converge
to zero exponentially.
Proof. The state and parameter estimation error dynamics are given by
˙̃η = −Λ2η̃ +Rη(φ, θ)b̃ω −Rη(φ, θ)nω (4.36)
˙̃
bω = −ΓRη(φ, θ)T η̃ . (4.37)
Because nω is bounded (see Assumption 2), it can be easily shown that all signals in-
volved in (4.33) - (4.34) are bounded by considering Rη(φ, θ)nω as a bounded disturbance
term. Additionally, by taking the expectation of (4.36) and (4.37), and by making use
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of Assumption 2, we obtain
dE(η̃)
dt
= −Λ2E(η̃) +Rη(φ, θ)E(b̃ω) (4.38)
dE(b̃ω)
dt
= −ΓRη(φ, θ)TE(η̃) . (4.39)










where O3×3 is a 3× 3 zero matrix. By following similar reasoning logics as given in the
proof of Theorem 5.2.2 and Lemma 5.6.3 in [45], it can be shown that (ε1 , ε2) = (0 , 0)
is exponentially stable, hence, concluding the proof.
Remark 4.2. It is worth noting that in practical applications, which do not require the
quadrotor to perform aggressive maneuvers, the quadrotor pitch angle typically satisfies
|θ| < 90◦. Therefore, for typical quadrotor flight, the matrix Rη(φ, θ) is always full rank
(see (3.10)) and the PE condition given by (4.35) is always satisfied.
EXPERIMENTAL RESULTS
In this section, real-time experimental results using an indoor quadrotor test en-
vironment are described to illustrate the effectiveness of the sensor fault diagnosis al-
gorithm. A block diagram of the experimental system setup is shown in Figure 3.2.
During flight tests, quadrotor position and attitude information is obtained from the
Vicon motion capture camera system. Position measurements are corrupted with nor-
mal noise with standard deviation of 0.25m. Additionally, position measurements are
down sampled to 1Hz, in order to further simulate real-world applications. The fault
diagnosis method executes on-board and is evaluated in real-time during autonomous
flight of a quadrotor built in-house with off-the-shelf components. As previously shown,
the fault diagnosis technique employed in this approach is independent of the structure
of the controller. Therefore, for brevity of presentation, the discussion on controller
design is purposely omitted.
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Figure 4.2: Sensor fault time profile
In order to evaluate the proposed diagnosis method sensor measurements are ar-
tificially corrupted by injecting a constant bias into the accelerometer and gyroscope
measurements, respectively, while the quadrotor is airborne. Figure 4.2 shows the fault
time profile of the two types of sensor faults under consideration. As can be seen, an
accelerometer fault is introduced at time t = 30s until t = 50s. Between time t = 60s
and time t = 80s, a gyroscope bias is injected into the sensor measurements. Addi-
tionally, in order to evaluate the performance of the FDIE algorithm in the presence of
multiple faults, accelerometer and gyroscope faults are simultaneously injected at time
t = 100s. Flight data is processed on-line, and real-time sensor fault diagnostic decision
is generated by the diagnostic algorithm. In the following sections, the fault diagnosis
results are detailed.
CASE OF ACCELEROMETER BIAS
The case of an accelerometer measurement bias fault is illustrated in this sec-
tion. At time t = 30s, a constant bias ba = [0.15, 0.2, 0.75]
Tm/s2, is injected into the
accelerometer measurements. Figure 4.3 shows the residuals generated by the two diag-
nostic estimators described by (4.13) and (4.18), respectively. In order to enhance the
diagnostic decision based on the FDI logic given by Table 1, the two-sided cumulative
sum (CUSUM) test is applied to process the diagnostic residuals [47]. Figure 4.4 shows
the statistic property generated by the CUSUM test. A fixed threshold is chosen for
the detection and isolation of sensor faults. As can be seen, shortly after the occurrence
of the fault, at least one component of the test statistic corresponding to the residuals
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Figure 4.3: Raw diagnostic residuals: accelerometer bias fault
generated by the accelerometer diagnostic estimator exceeds the detection threshold,
indicating the occurence of a fault in the accelerometer sensor. On the other hand, all
components of the test statistic corresponding to the gyroscope bias remain well below
the detection threshold. Based on the detection and isolation logic given in Table 1, it
can be concluded that a fault has occurred in the accelerometer measurement.
Figure 4.4: Diagnostic residual generated by CUSUM: accelerometer bias fault.
In addition, Figure 4.5 shows the estimation of the bias in the accelerometer for
each axis, respectively. As can be seen, the estimate of accelerometer converges closely
to the actual value.
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Figure 4.5: Accelerometer bias estimation.
Figure 4.6: Raw diagnostic residuals: gyroscope bias fault
CASE OF GYROSCOPE BIAS
A gyroscope bias with bω = [5, −7, −10]T ◦/s is injected into the sensor measure-
ments at time t = 60s. Figure 4.6 shows the raw diagnostic residuals generated by
(4.13) and (4.18), respectively. The results of the CUSUM test are shown in Figure
4.7. As can be seen, at least one component of the test statistic corresponding to the
gyroscope sensor fault exceeds the detection threshold shortly after fault occurrence. On
the other hand, all components of the test statistic corresponding to the accelerometer
fault remain well below the detection threshold. Thus, it can be concluded that a fault
has occurred in the gyroscope measurement.
In addition, Figure 4.8 shows the estimation of the bias in the gyroscope for each
axis, respectively. As can be seen, after a short time, the estimate of gyroscope bias is
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Figure 4.7: Diagnostic residual generated by CUSUM: gyroscope bias fault.
Figure 4.8: Gyroscope bias estimation.
Figure 4.9: Diagnostic residual generated by CUSUM: simultaneous sensor faults.
32
reasonably close to its actual value.
CASE OF SIMULTANEOUS FAULTS
The case of simultaneous accelerometer and gyroscope faults is also considered.
Specifically, at time t = 100s, biases ba = [0.15, 0.2, 0.75]
Tm/s2 and bω = [5, −7, −10]T
◦/s are injected into accelerometer and gyroscope measurements, respectively. Figure
4.9 shows the statistic property generated by the CUSUM test. As can be seen, shortly
after the occurrence of the faults, the test statistics corresponding to both diagnostic
estimators, exceed their respective detection thresholds. Therefore, it can be concluded
that faults have occurred in both accelerometer and gyroscope measurements. Fur-
thermore, Figure 4.10 and Figure 4.11 show the estimation of the accelerometer and
gyroscope biases, respectively. As can be seen, estimation results are satisfactory.
Figure 4.10: Accelerometer bias estimation in the simultaneous fault occurrence sce-
nario.
CONCLUSION
In this chapter, the design, analysis, and real-time experimental results of a non-
linear fault diagnostic method for sensor bias faults in accelerometer and gyroscope
measurements of quadrotor UAVs is presented. Based on the idea that accelerometer
and gyroscope measurements coincide with translational forces and rotational and mo-
ments acting on the UAV body frame, respectively, two FDI estimators are designed to
generate structured residuals for fault detection and isolation. In addition, nonlinear
adaptive estimation schemes are developed to provide an estimate of the sensor bias.
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Figure 4.11: Gyroscope bias estimation in the simultaneous fault occurrence scenario.
The proposed diagnostic method is implemented on a quadrotor UAV test environment
and demonstrated during real-time autonomous flight.
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V. QUADROTOR SENSOR FAULT DIAGNOSIS WITH
ESTIMATED ROLL & PITCH ANGLES
INTRODUCTION
In the previous chapter, a sensor fault diagnosis method for gyroscope and ac-
celerometer faults of quadrotor UAVs was developed based on a critical assumption
that roll and pitch angles are available for measurement. In real-world practical ap-
plications, the roll and pitch angles are often not directly measured and have to be
estimated using on-board IMU signals that are prone to sensor faults. Results from the
previous chapter are signficantly extended by developing a sensor fault diagnosis scheme
without this critical assumption and demonstrating its effectiveness through experimen-
tal results obtained using a real-time quadrotor test environment. The presented sensor
fault diagnosis method consists of the following three main components: 1) a quadrotor
roll and pitch angles estimator designed using a general sliding-mode observer (SMO)
methodology [48]. The attitude estimation algorithm uses only accelerometer measure-
ments and is not affected by gyroscope sensor faults; 2) a fault detection and isolation
scheme for detecting and isolating multiple simultaneous gyroscope and accelerometer
sensor bias faults; 3) two nonlinear fault parameter estimators for providing an esti-
mate of the unknown sensor bias magnitude, which are activated after the faulty sensor
measurements are detected and isolated.
The main contributions of this chapter are the design, analysis, and experimental
demonstration of a sensor fault diagnosis scheme for detecting, isolating, and estimating
multiple simultaneous sensor bias faults in the gyroscope and accelerometer measure-
ments of quadrotor UAVs in the absence of attitude angle measurements. Based on the
quadrotor dynamics and sensor models under consideration, the effects of sensor faults
are represented as virtual faults in the quadrotor state equation. Structured residuals are
designed, allowing the detection and isolation of multiple simultaneous sensor faults un-
der consideration. The stability and estimation performance properties of the presented
nonlinear estimation algorithms, including the SMO-based quadrotor attitude estima-
tor and the nonlinear fault magnitude estimators, are established using the Lyapunov
synthesis method. In order to evaluate the fault diagnosis scheme, sensor bias faults
are injected into the accelerometer and gyroscope measurements while the quadrotor is
airborne. Angle estimation and sensor diagnosis results are obtained in real-time using
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the quadrotor flight test environment. The experimental results for evaluating the fault
diagnosis scheme are shown to illustrate its effectiveness.
PROBLEM FORMULATION
NOMINAL SYSTEM MODEL AND MODELING UNCERTAINTY
Recall the quadrotor nominal system dynamics:









































where the system states and parameters have been defined in Chapter 3.
The vehicle velocity vE described in (5.2) is expressed relative to the inertial frame.
Alternatively, as in [10, 11, 17], by assuming that the Coriolis effect is small enough to















g sinφ cos θ
g cosφ cos θ
 (5.5)
where vB , [vu, vv, vw]T represents the velocities along the body x−, y− and z−directions.
The quadrotor nominal model described by (5.1)-(5.4) assumes the absence of mod-
eling uncertainty. In practical quadrotor applications, the system input variables, in-
cluding the thrust U in (5.2) and rotational torques (i.e., τφ, τθ, and τψ) in (5.4),
are not measured and have to be estimated. It is often assumed that the thrust and
torque produced by a propeller is proportional to the square of the motor angular ve-
locity [10]. However, for most practical quadrotor applications, the motor velocities are
not measured and need to be estimated based on the battery voltage and the pulse
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width modulation (PWM) commands sent to the motors. Thus, errors in the motor
velocity estimation, thrust and torque coefficients, along with the natural degradation
of the propelling system and the battery, can cause uncertainties in the estimation of
thrust and torques. Based on these observations, the nominal system model (5.1)-(5.4) is
augmented to include modeling uncertainties arising from thrust and torque estimation.
Specifically, we consider




















































ω represent the modeling uncertainties as a result of the inac-
curacy in thrust and torque estimation, respectively.






ω in (5.6) - (5.9) are
time-varying and unknown, but assumed to be bounded by some known functions, i.e.:
|%U (t)| ≤ %̄U (ϕ, vb, t),
|%1ω(t)| ≤ %̄1ω(ϕ, vb, t),
|%2ω(t)| ≤ %̄2ω(ϕ, vb, t),
|%3ω(t)| ≤ %̄3ω(ϕ, vb, t),
where ϕ and vb represent the motors’ PWM signals and the battery voltage, respectively.
Remark 5.1: Assumption 5.1 characterizes the class of modeling uncertainties un-
der consideration. The bounds on the modeling uncertainties are needed for deriving




The quadrotor accelerometer and gyroscope MEMS sensors, measuring forces and
moments acting in the body frame, are susceptible to bias faults as a result of component
damage, degradation, and temperature variations, etc. In this research, the following
accelerometer and gyroscope sensor models are considered:

















where ya(t) ∈ R3 and a(t) ∈ R3 are the actual and healthy accelerometer measurements,
respectively, yω(t) ∈ R3 and ω(t) (see (5.4)) are the actual and healthy gyroscope mea-
surements, respectively, and ba
4
= [bu, bv, bw]
T and bω
4
= [bp, bq, br]
T represent the
sensor bias faults in the three axis accelerometer and gyroscope measurements, respec-








−U + %U (t)
− cdvB(t)
 . (5.12)
Additionally, βa(·) and βω(·) are fault time profile functions with unknown fault oc-
currence times ta and tω, respectively. In this research, they are assumed to be step
functions given by
βa(t− ta) =
 0 , when t < ta1 , when t ≥ ta (5.13)
βω(t− tω) =
 0 , when t < tω1 , when t ≥ tω . (5.14)
As in the previous chapter, the following assumption is made regarding the sensor
faults:
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Assumption 5.2. Each component of the unknown sensor biases ba and bw described
by (5.10) and (5.11) is assumed to be constant and bounded, i.e.,
|bu| ≤ b̄u, |bv| ≤ b̄v, |bw| ≤ b̄w (5.15)
|bp| ≤ b̄p, |bq| ≤ b̄q, |br| ≤ b̄r . (5.16)
Remark 5.2: It is worth noting that, in practical applications, after the occurrence of an
accelerometer or gyroscope sensor bias fault, its magnitude may grow slowly over time.
However, the change in the bias magnitude is often small over a short time period [43].
Therefore, the bias may be assumed to be constant during the short time period under
consideration.
In addition, the position in the Earth frame and the yaw angle are considered to be
available for measurement. Hence, the output equation for the quadrotor system model
(5.6) - (5.9) is:






Remark 5.3: The position measurements pE in (5.17) can be obtained by a GPS
unit in the case of out-door flight or by a camera-based motion capture system in the
case of in-door flight. The yaw angle ψ can be obtained from an auxiliary device (e.g.
magnetometer), independently of accelerometer and gyroscope measurements.
The objective of this research is to detect and isolate the possible occurrence of
multiple simultaneous accelerometer and gyroscope sensor faults and to provide an es-
timate of the unknown fault magnitude for the nonlinear uncertain quadrotor system
described by (5.6) - (5.9), (5.10), (5.11), and (5.17). It is worth noting that, most of
the quadrotor sensor FDI results reported in literature are based on the assumption of
single fault occurrence [9, 12–14]. In this research, the case of possible multiple simul-
taneous faults in all six components of the accelerometer and gyroscope measurements
are considered (i.e., bp, bq, br, bu, bv, and bw). Additionally, unlike in [9, 11, 14, 20, 50],
the roll and pitch angles are not assumed to be measured in this research, which makes
the sensor fault diagnosis problem even more challenging.
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FAULT DIAGNOSIS ARCHITECTURE
As shown in Figure 5.1, the proposed senor fault diagnosis architecture consists of
three main components: (1) roll and pitch angles estimation; (2) fault detection and
isolation; (3) estimation of unknown fault magnitude. The controller signal, sensor
measurements, and estimated roll and pitch angles serve as inputs to the fault detec-
tion, isolation, and estimation algorithms. Under normal operating conditions, two FDI
estimators monitor the quadrotor system for detecting and isolating faults in the ac-
celerometer and gyroscope measurements. Once a sensor fault is detected and isolated,
the corresponding nonlinear adaptive estimator is activated for estimating the unknown
sensor bias. The estimated sensor bias provided by the diagnostic algorithm can pos-
sibly be used to enhance the fault-tolerance capability of the closed-loop flight control
system. In the following sections, we detail the algorithms for attitude estimation, fault
detection and isolation, and fault magnitude estimation.
Figure 5.1: Fault diagnosis architecture.
ESTIMATION OF ROLL AND PITCH ANGLES
Attitude angles play an important role in the control of small UAVs. In practical
applications, due to limited payload and prohibitive environmental conditions, UAV
attitude angles are often not directly measured, and need to be estimated from related
sensor measurements. In this section, we present an algorithm for estimating quadrotor
roll and pitch angles by using a sliding-mode observer based general methodology for
unknown input estimation [48].
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Let yu and yv be the translational acceleration measurements of the quadrotor in









vv + βabv .
(5.18)




































It can be seen that the sinusoidal terms appearing in (5.19) and (5.20) can possibly
be treated as unknown inputs to the system dynamics and estimated online. In this
research, by applying the sliding-mode observer technique presented in [48] for unknown
input estimation, the following estimators are chosen as:
˙̂yu = −σ(ŷu − yu)−
cd
m
yu + ζu (5.21)
˙̂yv = −σ(ŷv − yv)−
cd
m
yv + ζv , (5.22)
where ŷu and ŷv are the estimates for yu and yv, respectively, σ is a positive design
constant, ζu and ζv are the nonlinear injection signals [48]. Let us define the acceleration
estimation errors as ỹu , yu − ŷu and ỹv , yv − ŷv, respectively. Then, the nonlinear
injection signals are designed as
ζu = ρu sgn(ỹu) (5.23)
ζv = ρv sgn(ỹv) , (5.24)













− sinφ cos θ + bv
g
)∣∣∣∣+ ξv , (5.26)
with ξu and ξv being some small positive constants. By using (5.19)-(5.22), it can be
shown the acceleration estimation error dynamics is given by






βabu − ζu (5.27)
˙̃yv = −σỹv −
cdg
m
sinφ cos θ +
cd
m
βabv − ζv. (5.28)
Next, we analyze the estimation error ỹu described by (5.27). Note that the es-
timation error ỹv in (5.28) is independent of ỹu and can be analyzed in an analogous
manner. Specifically, let V = 12 ỹ
2
u be a Lyapunov function candidate. By using (5.23),
the time derivative of V along the solution of (5.27) satisfies
























∣∣∣− ỹuρu sgn(ỹu) . (5.30)











By choosing ρu such that (5.25) is satisfied, it follows that:
V̇ ≤ −ξu|ỹu| ≤ −ξu
√
2V . (5.31)
Note that (5.31) provides the reachability condition for the sliding motion [51]. During
the sliding motion, due to the finite switching frequency of the signal ζu in (5.23), we
have ỹu ≈ 0 and ˙̃yu ≈ 0. Therefore, from (5.27), by assuming the variation of the pitch
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βabu − ζueq , (5.32)
where ζueq is the equivalent output error injection signal required to maintain the sliding
motion and represents the average behavior of the discontinuous component ζu defined
in (5.23). As described in [51], the equivalent output error injection signal ζueq can be





where δ is a positive design constant. Thus, the unknown sinusoidal term in (5.32) can
be estimated as:






By applying a similar reasoning logic to (5.20), (5.22), (5.24) and (5.26), the sinusoidal
term in (5.28) can be estimated as






where the equivalent output error injection signal ζveq is obtained by low pass filtering
the discontinuous signal ζv given by (5.24) [51]. Therefore, by using (5.34) and (5.35), in
the absence of accelerometer faults (i.e. bu = 0 and bv = 0 for 0 ≤ t < ta), an estimation















Based on the above analysis, it can be seen that, in the absence of accelerometer faults,
roll and pitch angle estimations θ̂ and φ̂ converge closely to their actual values in some
finite time ts > 0.
Remark 5.4: The problem of quadrotor attitude angle estimation has been extensively
investigated in literature. Many existing methods require the use of gyroscope mea-
surements and/or translational position measurements. The algorithm presented in this
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research is independent of these measurements and the associated sensor faults. Specif-
ically, it only uses the acceleration signals in the body x− and y− directions. Note that
it is very difficult to apply a Kalman filter based method for simultaneous estimation of
quadrotor attitude and sensor bias by only using acceleration signals, because the extra
system states, introduced to represent the three components of the unknown accelerom-
eter sensor bias, make it very difficult to satisfy the observability condition, unless more
sensor measurements are added.
Remark 5.5: As shown in the analysis given above, the roll and pitch angle estimates
θ̂ and φ̂ converge to their actual values in finite time, in the absence of accelerometer
sensor faults. After the occurrence of such faults, as can be seen from (5.34) and (5.35),
the effects of accelerometer measurement bias on attitude estimation are significantly
reduced due to the division by the gravitational constant g (note that the sensor bias bu
and bv are often much smaller than g). It is also worth noting that the thresholds for
sensor FDI is designed based on the healthy system model, that is, it is guaranteed that
the diagnostic residuals remain below the thresholds in the absence of faults, ensuring
robustness of the FDI algorithm. After the occurrence of sensor faults, the diagnostic
residuals will be affected and take significantly non-zero values, allowing successful FDI.
FAULT DETECTION AND ISOLATION
This section presents the FDI method for sensor faults in accelerometer and gy-
roscope measurements. Let us define the gyroscope measurement yω given in (5.11) as
yω
4
= [yp, yq, yr]
T . By substituting the sensor models (5.10)-(5.11) into the systems
dynamics (5.6)-(5.9), we obtain
ṗE = vE (5.38)




































As can be seen from (5.38)-(5.41), the inertial position and velocity states (i.e., pE and
vE) are only affected by the bias in accelerometer measurements, while the angular
rates states are only affected by gyroscope measurements. Based on this observation,
it follows naturally to also divide the fault diagnosis tasks for these two types of sensor
faults.
ACCELEROMETER FAULT DIAGNOSTIC ESTIMATOR
The UAV position and inertial velocity dynamics given by (5.38) and (5.39) can be
put into the following form:
ẋ = Ax+ f(φ, θ, ψ, ya) +Ga(η)βaba
y = Cx ,
(5.42)
where x = [pTE , v
T
E ]















Ga(η) = [03×3 ,−RTEB]T , C = [I3, 03×3], I3 is a 3 × 3 identity matrix, 03×3 is a 3 × 3
matrix with all entries zero, and 03×1 is a 3×1 zero vector. The following fault diagnostic
observer is chosen:
˙̂x = Ax̂+ f(φ̂, θ̂, ψ, ya) + L0(y − ŷ)
ŷ = Cx̂ ,
(5.44)
where x̂ ∈ R6 represents the position and inertial velocity estimation, ŷ ∈ R3 is the
estimated position, φ̂ and θ̂ are the estimated roll and pitch angles generated by (5.36)-
(5.37), and L0 is a design matrix. Clearly (A,C) is an observable pair. Therefore, the
matrix L0 can always be designed such that the matrix Ā , A−L0C is asymptotically
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stable. Let us define the state estimation error as x̃ , x− x̂ and the quadrotor position
estimation error as ỹp , y − ŷ. From (5.42) and (5.44), it follows that
˙̃x = Āx̃+ ∆f · ya +Ga(η)βaba





REB(φ, θ, ψ)−REB(φ̂, θ̂, ψ)
 .
As previously shown, in the absence of an accelerometer bias fault (i.e. for 0 ≤
t < ta), the estimated roll and pitch angles converge to the true attitude angles in finite
time, which implies that ∆f → 0 in finite time. Thus, a bound f̄ can be found such
that
|∆f | ≤ f̄(φ̂, θ̂, ψ) . (5.46)
By using (5.45), (5.46), and the triangular inequality, it can be shown that, in the absence
of accelerometer bias, for j = 1, 2, 3, the j−th component of the output estimation error
ỹp satisfies
|ỹjp| ≤

















a(t−τ)f̄(φ̂, θ̂, ψ) |ya(τ)| dτ (5.47)
where Cj represents the j−th row of C, x̄(0), kja and λja are positive constants chosen
such that |x̃(0)| ≤ x̄(0) and |CjeĀt| ≤ kjae−λ
j
at (Note that since Ā is asymptotically
stable, such constants kja and λ
j
a always exist [45]).
Therefore, in the absence of an accelerometer bias fault, we have: for j = 1, 2, 3,











a(t−τ)f̄(φ̂, θ̂, ψ) |ya(τ)| dτ . (5.48)
In addition, as can be seen from (5.45), the diagnostic residual ỹp is only sensitive to
accelerometer sensor fault ba. Therefore, in the fault diagnosis procedure, if any com-
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ponent of the position estimation error ỹp exceeds its corresponding threshold given by
(5.48), it can be concluded that a fault in the accelerometer measurement has occurred.
Remark 5.6: Note that the bound µja(t) described by (5.48) represents an adaptive
threshold, which has obvious advantage over a fixed threshold [6]. Additionally, the
adaptive threshold µja(t) can be easily implemented using linear filtering techniques [49].
GYROSCOPE FAULT DIAGNOSTIC ESTIMATOR
By expanding the dynamics of the angular rates described by (5.41) and noting
that βω = β
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= [ŷp , ŷq , ŷr]
T represents an estimation of the gyroscope measurement yω
given by (5.11), and Ψ
4
= diag{λ1ω, λ2ω, λ3ω} is a diagonal positive definite design matrix.
Let the output estimation error be defined as ỹω = yω− ŷω. Then, based on (5.49)
and (5.50), before the occurrence of a gyroscope senor fault (i.e. for 0 ≤ t < tω), it
follows that the gyroscope output estimation error dynamics satisfies







Therefore, based on Assumption 1, it can be easily shown that, for j = 1, 2, 3, the j-th
component of the gyroscope output estimation error satisfies
|ỹjω| ≤ µjω(t) , (5.51)







ω(t−τ)%̄jω(ϕ, vb, τ)dτ , (5.52)
for some positive constants ȳjω0 satisfying |ỹ
j
ω| ≤ ȳjω0. On the other hand, after the
occurrence of a gyroscope sensor bias fault (i.e., for t > tω), by using (5.49) and (5.50),
it can be shown that the gyroscope output estimation error dynamics satisfies























As can be seen from (5.53), the residual ỹω(t) is only sensitive to the gyroscope bias bω.
From the above analysis, we conclude that each residual components ỹjω(t) is guar-
anteed to remain below its threshold µjω(t) in the absence of faults. Furthermore, in the
fault diagnosis procedure, if at least one residual component ỹjω(t) exceeds its threshold
µjω(t), it can be concluded that the gyroscope measurement is faulty.
FAULT DETECTION AND ISOLATION DECISION SCHEME
As described above, the diagnostic residuals ỹp (see (5.45)) and ỹω (see (5.53)) are
only sensitive to accelerometer faults and gyroscope faults, respectively. Therefore, they
can also be used as structured residuals for fault isolation. Specifically, we have the
following FDI decision scheme:
• If all components of the residuals ỹp and ỹω remain below their thresholds, then
the absence of faults is concluded.
• If all three components of the residual ỹω remain below their thresholds, and at
least one component of the residual ỹp exceeds its corresponding threshold, then
the occurrence of an accelerometer fault is determined.
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• If all three components of the residual ỹp remain below their thresholds, and at
least one component of the residual ỹω exceeds its threshold, then the occurrence
of a gyroscope fault is determined.
• If both ỹp and ỹω have at least one component exceeding the corresponding thresh-
olds, then we conclude that both gyroscope and accelerometer measurements are
faulty.
SENSOR BIAS ESTIMATION
As shown in Figure 5.1, once a fault has been detected and isolated, the corre-
sponding nonlinear bias estimator is activated to provide an estimation of the sensor
fault, which can possibly be used for the purpose of fault accommodation and progno-
sis. In this section, we detail the design of nonlinear estimation schemes for sensor bias
estimation. Note that the absence of roll and pitch angles measurements constitutes
a significant departure from the previous results reported in [50], and the problem of
sensor bias estimation becomes more challenging in this case.
ACCELEROMETER BIAS ESTIMATION
Figure 5.2: Accelerometer bias estimation.
As shown in Figure 5.2, the accelerometer bias estimation scheme consists of the
following procedure:
i) Obtain the inertial velocity estimate v̂E .
ii) Obtain an estimate of the quadrotor velocity relative to the body frame, that is,
v̂B = RBE(φ̂, θ̂, ψ)v̂E , (5.54)
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where φ̂ and θ̂ are the estimated roll and pitch angles provided by (5.37) and
(5.36), respectively.
iii) By using (5.54) and the acceleration model given by (5.12), obtain an estimate of











iv) Use the accelerometer sensor measurement model (5.10) to obtain an estimate of
the accelerometer bias as
b̂a = ya − â. (5.56)
The details of the proposed algorithm are described below.
By using (5.6), (5.7), and the relationship between the inertial and body velocity
vE = REBvB, we obtain























The above equations can be put into the following state space form:










= pE represent the state and output vectors, respectively,
A =
03×3 I3
03×3 − cdm I3























, and R3EB is the third column of the rotation matrix REB. Clearly
the pair (A,C) in (5.59) is observable. The following nonlinear observer is chosen for
estimating the unknown inertial velocity:
˙̂x = Ax̂+H(φ̂, θ̂, ψ) + L(y − ŷ)
ŷ = Cx̂ ,
(5.60)
where x̂ and ŷ represent the state estimation and output estimation, respectively, and
L is a design matrix chosen such that the matrix Ā , A− LC is asymptotically stable.
Letting x̃ , x− x̂ be the state estimation error, we have:
˙̃x = Āx̃+ ∆H +N(%U , φ, θ, ψ) , (5.61)
where








= R3EB(φ, θ, ψ)−R3EB(φ̂, θ̂, ψ). Since Ā in (5.61) is asymptotically stable by
design, and ∆H and N(%U , φ, θ, ψ) are bounded, it follows that x̃ is also bounded.
Let Ta > ta be the time instant when an accelerometer bias fault has been isolated
by the FDI algorithm described in the previous Section. Therefore, for t ≥ Ta, the





eĀ(t−τ) (∆H +N) dτ
where x̃(Ta) is the state estimation error due to initial conditions, and C1 = [03×3, I3].
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U |R̃3EB|+ %̄U |R3EB|
)
dτ + µ0 x̄a e
−β0(t−Ta) (5.62)
where µ0 and β0 are positive constants satisfying |C1eĀt| ≤ µ0e−β0t ( Note that since Ā
is stable by design, such constants always exist [45]), and x̄a is a bound on the initial
state estimation error (i.e., |x̃(Ta)| ≤ x̄a).
Let b̃a , ba− b̂a be the accelerometer bias estimation error. Then, by using (5.10),
(5.12) and (5.56), it can be shown that the bias estimation error is given by




















where RBE = R
T
EB, and R̂BE , RBE(φ̂, θ̂, ψ) represents the estimated body-to-Earth
rotation matrix based on the estimated roll and pitch angles. By adding and subtracting
















where ∆RBE , RBE(φ, θ, ψ)−RBE(φ̂, θ̂, ψ).
Based on (5.62) and (5.64), the stability and estimation performance properties of
the accelerometer bias estimation scheme can be summarized as follows:
Theorem 5.1 In the presence of an accelerometer bias, the estimation scheme de-
scribed by (5.54), (5.55), (5.56) and (5.60) guarantees that:
(1) the state estimation error x̃ is bounded;
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U |R̃3EB|+ %̄U |R3EB|
)
dτ + µ0 x̄a e
−β0(t−Ta) .
Theorem 5.1 ensures the boundness of all signals in the estimation scheme. Ad-
ditionally, it can be seen that the bias estimation performance is limited by various
uncertainties entering the fault estimation problem, including the attitude angle estima-
tion error represented by ∆REB and R̃
3
EB, the thrust estimation uncertainty %̄U , and
unknown initial conditions x̄a .
Remark 5.7: It is worth noting that the occurrence of an accelerometer bias will
affect the accuracy of attitude angle estimation. However, as can be seen from (5.34)
and (5.35), this effect is significantly reduced due to the division of the bias by the
gravitational constant g. In addition, after a reasonable estimate of the sensor bias is
obtained, it can possibly be used to to adjust the sensor measurement and improve the
attitude angle estimation.
GYROSCOPE BIAS ESTIMATION
Once the occurrence of a gyroscope sensor fault is determined, an adaptive estima-
tor is activated in order to estimate the bias in the gyroscope sensor. Specifically, based
on (5.36)-(5.37) and (5.40), the following adaptive estimator is chosen:
˙̂ηe = −Λ(η̂e − ηe)+Rη(φ̂, θ̂)yω−Rη(φ̂, θ̂)b̂ω+Ω˙̂bω (5.65)
Ω̇ = −ΛΩ−Rη(φ̂, θ̂) (5.66)
˙̂
bω = ΓΩ
T (ηe − η̂e) , (5.67)
where ηe , [φ̂ , θ̂ , ψ]T , η̂e represents an estimate of ηe, b̂ω is an estimate of the unknown
bω, Λ and Γ are positive definite diagonal design matrices, and the filter (5.66) is needed
to ensure the stability of the adaptive algorithm [38,39]. Note that, as described in the
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previous Section, the presence of a gyroscope sensor fault does not affect the estimation
of roll and pitch angles, that is, ηe converge to η in some finite time ts. Without loss
of generality, let Λ = diag{λ, λ, λ}, where −λ < 0 is the filter pole. The adaptive law
(5.67) for updating the bias estimate b̂ω is derived using Lyapunov synthesis approach
[45].
Suppose that a gyroscope sensor bias fault is detected and isolated at some time
Tω > tω. Let us define T̄ω , max(Tω, ts).The stability and estimation performance
properties of the adaptive scheme given by (5.65) - (5.67) are described as follows:
Theorem 5.2 In the presence of a gyroscope sensor bias, if there exist constants






ΩTΩdτ ≥ α0I , (5.68)
the adaptive estimation scheme described by (5.65) - (5.67) guarantees that:
1. all the signals in the adaptive estimator remain bounded;
2. the gyroscope bias estimation error converges to zero.
Proof. For t ≥ T̄ω, because the roll and pitch angle estimation error has converged to
zero, we have ηe = η. Therefore, from (5.40), we obtain
η̇e = η̇ = Rη(φ, θ)yω −Rη(φ, θ)bω . (5.69)
By defining η̃e , ηe − η̂e and using (5.69) and (5.65), the attitude estimation error
dynamics are given by:
˙̃ηe =− Λη̃e + (Rη(φ, θ)−Rη(φ̂, θ̂))yω −Rη(φ, θ)bω +Rη(φ̂, θ̂)b̂ω − Ω˙̂bω. (5.70)
Note that for t ≥ T̄ω, we have Rη(φ, θ) = Rη(φ̂, θ̂). Thus, (5.70) can be simplified as
˙̃ηe = −Λη̃e +Rη(φ̂, θ̂)b̃ω − Ω˙̂bω , (5.71)
where b̃ω , b̂ω−bω represents the gyroscope bias estimation error. Substituting Rη(φ̂, θ̂))
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= −Ω̇− ΛΩ (see (5.66)) into (5.71) and noting that ˙̂bω = ˙̃bω, we obtain
˙̃ηe = −Λη̃e − Ω̇b̃ω − ΛΩb̃ω − Ω˙̃bω
= −Λ(η̃e + Ωb̃ω)− (Ω̇b̃ω + Ω˙̃bω).
By defining η̄e , η̃e + Ωb̃ω, the above equation can be rewritten as
˙̄ηe = −Λη̄e. (5.72)
Because Λ is stable by design, η̄e exponentially converges to zero.
Next, we proceed to analyze the bias estimation error b̃ω. By using (5.67), the
dynamics of the bias estimation error are given by
˙̃
bω = ΓΩ
T η̃e = ΓΩ
T (η̄e − Ωb̃ω)
= −ΓΩTΩb̃ω + ΓΩT η̄e.
(5.73)
Note the condition given by (5.68) provides the required persistence of excitation condi-
tion for parameter convergence [45]. Using this property in conjunction with Theorem
2.2 from [46], it follows that the homogeneous equation
˙̃
bω = −ΓΩTΩb̃ω (5.74)
is exponentially stable, which implies that there exist constants γ > 0 and α > 0, such
that the state transition matrix Φ(t, T̄ω) of (5.74) satisfies
‖Φ(t, T̄ω)‖ ≤ γe−α(t−T̄ω) . (5.75)
Recall that η̄e exponentially converges to zero (see (5.72)). By using (5.73), (5.75),
and the definition of η̄e, it can shown that b̃ω and η̃e both converge to zero, and η̂e is
bounded, hence completing the proof.
EXPERIMENTAL RESULTS
In this section, we present some real-time experimental results in order to illustrate
the effectiveness of the proposed sensor fault diagnosis method. A block diagram of
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Figure 5.3: Quadrotor drag force modeling. x and y raw accelerometer measurements
are depicted with green dots. The drag forces along x and y directions in (5.7) are shown
in solid red line.
the indoor quadrotor flight test system is shown in Figure 3.2. During flight tests,
quadrotor position and attitude measurements are obtained from the Vicon motion
capture camera system. Note that Euler angles obtained from the Vicon system are only
used as references during the algorithm evaluation process and are not used for fault
diagnosis design. The real-time control and sensor fault diagnosis software executes on-
boad on the Gumstix microcontroller, and accelerometer and gyroscope measurements
are logged at 200Hz. As previously shown, the fault diagnosis method is independent of
the structure of the controller. Therefore, for brevity, the discussion on the controller
design is purposely omitted.
The quadrotor model used in the roll and pitch angle estimation method presented
in this Chapter is based on the following two critical assumptions: (1) the drag force,
denoted by the term cdvB, appearing in (5.7) is proportional to the body linear velocity,
and (2) the Coriolis terms in the body velocity dynamics are negligible. In reality, the
drag force acting on the quadrotor body is proportional to the square of the vehicles
linear velocity [35]. However, at low speeds and considering the relative small area of
the quadrotor, the assumption made on the drag term in (5.7) holds well and has been
adopted by many researchers (see for instance [41,52]). Figure 5.3 shows the comparison
between the actual accelerometer measurements and the drag term cdvB in 5.12, for the
x and y axes, respectively.
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Figure 5.4: Coriolis effects on quadrotor body velocity dynamics: The signals on the
right hand side of (5.5) (i.e. Coriolis effects are not included) are depicted in solid blue
line and the signals on the right hand side of (5.76) (i.e. Coriolis effects are included)
are depicted in solid blue line.















g sinφ cos θ
g cosφ cos θ
− ω × vB . (5.76)
The cross product appearing on the right hand side of (5.76) represents the Coriolis
effect. Figure 5.4 shows the signals on the right hand side of (5.5) and (5.76) for x and
y axes, respectively. As can be seen, the Coriolis effects are small enough, validating
the assumption made in (5.5).
In order to evaluate the proposed fault diagnosis method, three different fault
cases are considered: 1) accelerometer sensor fault, 2) gyroscope sensor fault, and 3)
simultaneous accelerometer and gyroscope faults. The experimental evaluation of each
of these sensor fault scenario is performed using the following procedure:
• The quadrotor is commanded to follow a pre-defined trajectory, while maintaining
constant altitude and orientation.
• Sensor measurements are artificially corrupted by injecting a constant bias into
accelerometer and gyroscope measurements, respectively, while the quadrotor is
airborne.
• Quadrotor sensor measurements are processed on-line, and the on-board IMU sen-
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sor fault diagnosis algorithm monitors the sensor measurements for fault detection.
• Once a sensor fault is detected, the quadrotor is commanded to hover at its current
position, which facilitates the estimation of the sensor biases under consideration.
• Once an estimation of the sensor bias is obtained, the quadrotor resumes its pre-
defined trajectory.
CASE OF ACCELEROMETER SENSOR FAULT
In this scenario, the quadrotor is commanded to follow a circular trajectory with
a radius of 1 m. At the time of t = 30 s, a constant bias of ba = [0.4, −0.45, 1.2]Tm/s2
is injected into the accelerometer measurements (see (5.10)). The estimation of roll
and pitch angles generated by (5.36) and (5.37) is shown in Figure 5.5. As can be
seen, the estimated roll and pitch angles (in red and solid lines) closely track the true
attitude angles (in blue and dashed lines) of the quadrotor (provided by the Vicon
camera system), even in the presence of measurement bias. It is worth noting that
the time delays, introduced by the sliding-mode observer and filtering of accelerometer
measurements and observer outputs, have been taken into account in the algorithm
implementation.
The FDI results are shown in Figure 5.6 and Figure 5.7. As can be seen form Figure
5.6, shortly after the occurrence of an accelerometer fault, at least one component of the
accelerometer sensor diagnostic residual exceeds its corresponding threshold, indicating
the detection of an accelerometer fault. Moreover, as can be seen from Figure 5.7, all
three components of the gyroscope bias diagnostic residual always remain below their
corresponding thresholds. Thus, based on the FDI decision logic described in this Chap-
ter, the occurrence of an accelerometer sensor fault is determined. The accelerometer
bias estimation generated by (5.56) is shown in Figure 5.8. As can be seen, after a short
period of time, all three components of the estimated accelerometer bias (in solid blue
lines) converge reasonably close to the true values (in green and dashed lines).
CASE OF GYROSCOPE SENSOR FAULT
In this scenario, the quadrotor is commanded to follow a set of way points. At
the time of t = 30 s, a constant bias bω = [5, 7, 10]
T ◦/s is injected into the gyroscope
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Figure 5.5: Roll and pitch angle estimation with accelerometer bias faults.
Figure 5.6: Accelerometer bias diagnostic residuals: accelerometer sensor fault.
Figure 5.7: Gyroscope bias diagnostic residuals: accelerometer sensor fault.
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Figure 5.8: Accelerometer bias fault estimation.
Figure 5.9: Roll and pitch angle estimation with gyroscope bias faults.
measurements (see 5.11)). The estimation of roll and pitch angles generated by the SMO
algorithm is shown in Figure 5.9. As can be seen, the estimated roll and pitch angles (in
solid red lines) closely track the true roll and pitch angles (in dashed blue lines), even
in the presence of gyroscope biases.
The FDI results of gyroscope sensor fault are illustrated in Figure 5.10 and Figure
5.11, respectively. As can be seen, shortly after the occurrence of a gyroscope sensor
fault, at least one component of the gyroscope diagnostic residual exceeds its corre-
sponding detection threshold. Meanwhile, all three accelerometer diagnostic residuals
always remain below the detection threshold. Therefore, the occurrence of a gyroscope
sensor fault is concluded.
Additionally, as shown in Figure 5.12, after a short period of time, all three com-
ponents of the estimated gyroscope bias converge reasonably close to the true values.
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Figure 5.10: Accelerometer bias diagnostic residuals: gyroscope sensor fault.
Figure 5.11: Gyroscope bias diagnostic residuals: gyroscope sensor fault.
Figure 5.12: Gyroscope bias estimation.
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CASE OF SIMULTANEOUS SENSOR FAULTS
In this case study, the quadrotor is commanded to follow a rectangular trajectory.
At time t = 30 s, simultaneous faults are injected into accelerometer and gyroscope
measurements. The sensor fault magnitudes are ba = [0.55, −0.45, 1.2]T m/s2 and bω =
[5, 7, 9]T ◦/s. The estimation of roll and pitch angles is shown in Figure 5.13. As can
be seen, the estimated roll and pitch angles closely track the actual angles, except for a
short duration at the time of fault occurrence.
Figure 5.13: Roll and pitch angle estimation with simultaneous sensor faults.
The accelerometer and gyroscope FDI results are shown in Figure 5.14 and Fig-
ure 5.15, respectively. As can be seen from Figure 5.14, at least one component of
the accelerometer diagnostic residual exceeds its corresponding threshold shortly after
the occurrence of the fault. Meanwhile, as shown in Figure 5.15, a gyroscope fault
is also detected, since at least one component of the gyroscope diagnostic exceeds its
corresponding threshold.
Additionally, as can seen in Figure 5.16 and Figure 5.17, all components of the
estimated accelerometer and gyroscope biases closely approach the true values.
EXPERIMENTAL FAULT ACCOMMODATION RESULTS
The IMU sensor fault diagnostic results can potentially be used by the real-time
control system to enhance its fault-tolerance capability. Note that the sensor fault diag-
nosis method is independent of the controller structure. Thus, the diagnostic algorithm
can be easily deployed and utilized as an additional software component in the overall
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Figure 5.14: Accelerometer bias diagnostic residuals: simultaneous sensor faults.
Figure 5.15: Gyroscope bias diagnostic residuals: simultaneous sensor faults.
Figure 5.16: Accelerometer fault bias estimation in the case of simultaneous faults.
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Figure 5.17: Gyroscope fault bias estimation in the case of simultaneous faults.
quadrotor control architecture. To obtain a better insight into the potential applica-
tions of the sensor fault diagnosis method, below we consider an application example of
integrating the sensor diagnosis method with the real-time control system.
In practical quadrotor control applications, the roll and pitch angles are often
not directly measured and need to be estimated from related sensor signals. One of
the solutions that have been developed is to use the extended Kalman filter (EKF) to
provide an estimate of the roll and pitch angles based on on-board accelerometer and
gyroscope measurements (see, for instance, [53]). However, IMU sensor measurement
biases can possibly degrade the attitude angle estimation generated by the EKF and
the tracking performance of the overall quadrotor control system. The integration of an
on-board IMU sensor fault diagnostic algorithm can help enhance the fault-tolerance of
the real-time estimation and control system.
Figure 5.18 shows an application example of integrated IMU sensor FDIE with on-
board EKF and quadrotor controller. Specifically, the sensor bias estimation provided
by the fault diagnosis module is used as an input to the EKF in order to correct possible
biases in gyroscope and accelerometer measurements. It is worth noting that, due to
the filtering of excessive noise in the accelerometer measurements, the roll and pitch
angle estimation generated by the SMO has a time delay and therefore not suitable to
be used directly by the real-time controller. Once the sensor bias diagnostic information
is obtained, it can be used to compensate for faulty IMU sensor measurements and
improve the estimation performance of the EKF algorithm.
In order to illustrate the benefits of the integrated system architecture shown in
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Figure 5.18: Integration of sensor FDIE with on-board EKF and controller.
Figure 5.18, we consider the case of simultaneous faults. Specifically, the following sce-
nario is investigated experimentally: the quadrotor is commanded to follow a rectangular
trajectory, while maintaining a constant altitude of 0.5 m and a constant orientation. At
time t = 30 s, simultaneous faults are injected into accelerometer and gyroscope mea-
surements. Once a fault is detected, the quadrotor is commanded to hover at its current
position. When an estimate of the sensor biases is provided by the FDIE module, it is
used as an input to the EKF to correct the gyroscope and accelerometer biases, and the
quadrotor resumes its original flight trajectory.
Figure 5.19 shows the estimated roll and pitch angles generated by the EKF during
the entire flight duration. As can be seen, before the occurrence of the sensor faults,
the EKF is able to accurately estimate the actual roll and pitch angles of the quadrotor.
Once the fault is injected (i.e. starting from t = 30 s), the estimation of roll and pitch
angles generated by the EKF clearly degrades. At approximately t = 40 s, an estimate
of the sensor biases is obtained and provided to the EKF. As can be seen, for t > 40 s,
the EKF is able to recover its estimation performance, as a result of the corrected IMU
sensor measurements.
Figure 5.20 shows the translational position tracking performance in the x− and
y− directions during the entire flight duration. As can be seen, before the occurrence
of faults, the quadrotor closely tracks the desired trajectory. However, between times
t = 30s and t = 40s, the position tracking performance clearly degrades as a result
of IMU sensor faults. Note that the IMU sensor fault is detected at approximately
t = 31 s. At that time, the quadrotor is commanded to hover at it’s current position
at approximately [x, y] = [0.5, 0.15], until an estimation of sensor biases is obtained.
However, as can be seen from Figure 5.20, the quadrotor clearly drifts away from the
desired position as a result of degraded attitude angle estimation caused by accelerometer
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Figure 5.19: Real-time EKF roll/pitch angle estimation.
and gyroscope sensor faults. Moreover, after an estimation of IMU sensor biases is
obtained and provided to the EKF (for t > 40 s), it can be seen that the quadrotor is
able to closely track the desired trajectory again, even in the presence of IMU sensor
faults.
Figure 5.20: Translational position tracking performance (top: x−axis, bottom:
y−axis).
CONCLUSION
In this chapter, we present the design, analysis, and experimental demonstration
of a nonlinear fault detection, isolation, and estimation scheme for sensor bias faults in
accelerometer and gyroscope measurements of quadrotor UAVs. Using estimated roll
and pitch angles provided by a sliding-mode observer, structured residuals are generated
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for detecting and isolating the sensor faults. In addition, nonlinear adaptive estimation
algorithms are developed to provide an estimate of the unknown magnitude of the sensor
bias. The effectiveness of the fault diagnosis method is demonstrated during real-time
quadrotor autonomous flight.
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VI. QUADROTOR ACTUATOR FAULT DIAGNOSIS AND ACCOMODATION
INTRODUCTION
In this chapter, a fully nonlinear framework for integrated quadrotor actuator fault
diagnosis and FTC is formulated. A nonlinear adaptive estimation based FDI method
is developed by applying the general methodology in [54]. Adaptive thresholds for fault
detection and isolation are systematically designed to achieve enhanced robustness and
fault sensitivity properties over fixed thresholds. Following the generalized observer
scheme [6], the FDI architecture consists of a bank of adaptive fault isolation estimators
(FIEs). Each FIE is designed based on the functional structure of a particular fault
under consideration. The fault magnitude estimate provided by the matched adaptive
FIE is used to accommodate the fault effect and maintain good position tracking per-
formance even in the presence of faults. The fault diagnosis and accommodation scheme




Unlike IMU sensor faults, which typically evolve slowly over time, actuator faults
such as a sudden damage to the propellers, have a significant impact on the overall
quadrotor stability and control performance. As a consequence, more accurate models
are needed in order to distinguish between the effects of the faults and unmodeled
dynamics. The quadrotor dynamics considered in the subsequent chapters are described
by:
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+ ξω0(x, t) + ξω(x, t) , (6.4)
Note, the quadrotor model in (6.1) - (6.4) represents a significant departure from the
models used in the previous chapters due to the inclusion of additional terms. Specif-
ically, the terms ξv0(x, t) and ξω0(x, t) represent additional known nonlinearities (e.g.
damping, gyroscopic effects, etc.) in the system dynamics, and ξv(x, t) and ξω(x, t) are
the remaining modeling uncertainties in the translational and rotational dynamics, re-
spectively, where x , [pTE , v
T
E , η
T , ωT ]T . The remaining states and parameters in (6.1)
- (6.4) have been described in Chapter 3.
ACTUATOR FAULT MODEL
As shown in Figure 3.1, the motors and propellers are configured such that rotors
M1 and M3 rotate counter-clockwise, and rotors M2 and M4 rotate clockwise. Each
rotor is located at a distance d from the quadrotor center of mass and produces a force
Fs (s = 1, .., 4) along the negative z direction relative to the body frame. Additionally,
due to the spinning of the rotors, a reaction torque τs is generated on the quadrotor
body by each rotor.
As in [26,55], we consider actuator faults represented by partial loss of effectiveness
(LOE) in the rotors. For instance, structural damage to a propeller or an unexpected
change in the rotor physical parameters would result in a partial loss of thrust generated
by the respective rotor. Specifically, the actuator faults under consideration are modeled
as follows: for s = 1, .., 4,
Ω∗s = αsΩs , (6.5)
where Ωs represents the commanded rotor angular velocity, Ω
∗
s is the actual rotor angular
velocity, and αs ∈ (ᾱ, 1] is an unknown parameter characterizing the occurrence of a
partial loss of effectiveness fault in rotor s. The case of αs = 1 represents a healthy
rotor, and αs < 1 represents a faulty rotor with partial loss of effectiveness. Note that
the constant ᾱ > 0 is a known lower bound needed to maintain the controllability of
the quadrotor. For instance, in the extreme case of a complete failure (i.e., ᾱ = 0), the
quadrotor orientation becomes uncontrollable.
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In this research, the thrust and torque generated by the rotors are considered to
be directly proportional to the square velocity of the rotors [10, 34]. Specifically, by
considering the actuator fault models (6.5), the relationship between the forces Fs and
the reaction torques τs generated by each rotor and the rotor angular velocity is given
by:
Fs = (1− β(t− Ts)ϑs)bFΩs2 (6.6)
τs = −(1− β(t− Ts)ϑs)k sgn(Ωs)Ωs2 , (6.7)
where ϑs , 1 − α2s represents the unknown fault parameter relative to the s-th rotor’s
square velocity. Specifically, ϑs = 0 represents a healthy rotor, and ϑs ∈ (0, ϑ̄) represents
the case of a rotor experiencing a partial loss of effectiveness, where ϑ̄ , 1 − ᾱ2. The
constants bF and k represent rotor thrust and torque constants, respectively, and sgn(·)
represents the signum function. The fault time profile function β(·) is assumed to be a
step function with unknown fault time occurrence Ts, that is:
βs(t− Ts) =
{ 0 , if t < Ts
1 , if t ≥ Ts ,
(6.8)
for s = 1, .., 4.
Thus, based on the quadrotor configuration shown in Figure 3.1 and by using (6.6)-






















T represents the commanded rotor velocities, I4 is the
4×4 identity matrix, and M represents the mapping matrix relating thrust and torques
to rotor angular velocities [34] and is defined in (3.4). The actuator fault distribution
matrix Λs characterizes the location of an actuator fault for s = 1, .., 4. Specifically, Λs
is a 4× 4 matrix with all entries zero, except for the sth position on the main diagonal.
For instance, if a loss of effectiveness fault occurs in rotor M1, then Λ1 = diag{1, 0, 0, 0}.
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In this chapter, we consider the occurrence of a single actuator fault at any time.
The research objective focuses on the design and experimental demonstration of a ro-
bust fault detection, isolation, and accommodation scheme for quadrotor actuator faults
described by (6.1)-(6.4) and (6.9) using adaptive estimation techniques. The following
assumption is needed for the design and analysis of the FDI scheme:
Assumption 6.1: The unstructured modeling uncertainties ξv(x, t) and ξω(x, t) in (6.2)
and (6.4), respectively, are unknown but assumed to be bounded by some known func-
tions, i.e.,
|ξv(x, t)| ≤ ξ̄v(x, t) (6.10)
|ξω(x, t)| ≤ ξ̄ω(x, t) (6.11)
for all t ≥ 0.
Assumption 1 characterizes the class of modeling uncertainties under consideration.
The bounds on the unstructured modeling uncertainties are needed in order to be able
to derive adaptive thresholds to distinguish between the effects of faults and modeling
uncertainty in the fault diagnosis procedure.
ACTUATOR FAULT DIAGNOSIS
The proposed actuator fault diagnosis and accommodation architecture is shown
in Figure 6.1. As can be seen, it consists of the following main components: (1) a fault
detection estimator (FDE) for determining fault occurrence; (2) a bank of four nonlinear
adaptive FIEs for identifying the faulty rotor and providing an estimation of the un-
known fault parameter. The controller signal and sensor measurements serve as inputs
to the fault diagnosis module. Under normal operating conditions, the FDE monitors
the system for detecting any faulty behaviors. Once an actuator fault is detected, the
four FIEs are activated to isolate the faulty rotor. After fault isolation, the fault pa-
rameter estimate provided by the matched FIE is used for fault accommodation. The
robustness and fault sensitivity properties of the scheme are enhanced by the use of
appropriately designed adaptive thresholds for fault detection and isolation.
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Figure 6.1: Actuator fault diagnosis and accommodation architecture
FAULT DETECTION
By substituting the thrust and torque model (6.9) into the quadrotor velocity and














+ ξ(x, t), (6.12)
where vz represents the quadrotor inertial velocity along the z−direction (i.e. vz is






z }, and the known
nonlinearity ϕ(x, t) is defined as:
ϕ(x, t) ,












+ ξ0(x, t) . (6.13)









with ξz0(x, t) and ξz(x, t) being the third component of ξv0(x, t) and ξv(x, t) in (6.2),






















where [v̂z, p̂, q̂, r̂]
T represents estimated inertial velocity and quadrotor angular rates,
L , diag{lj}, for j = 1, .., 4, is a positive definite design matrix. Let us define the state














and let ε(t) , [ṽz, p̃, q̃, r̃]T . Then, based on (6.12) and (6.15), it follows that the state
estimation error dynamics are given by:
ε̇(t) = −Lε(t)−GMβsϑsΛsΩ̄ + ξ(x, t) , (6.17)
where








Thus, in the absence of actuator faults (i.e., for t0 < Ts), for j = 1, · · · , 4, the j-th




∣∣∣e−lj(t−τ)ξj(x, τ)∣∣∣ dτ , (6.19)
where εj(t0) is the initial state estimation error, and ξ
j(x, t) is the j-th components
of ξ(x, t) given in (6.14). Based on Assumption 1, the modeling uncertainty ξj(x, t)
is bounded. Let us denote the bound on ξj(x, t) as ξ̄j(x, t) (i.e. ξ̄j(x, t) ≥ |ξj(x, t)|).
Therefore, based on (6.19), the fault detection thresholds can be chosen as
ε̄j(t) , e−lj(t−t0)ε̄j(t0) +
∫ t
t0
e−lj(t−τ)ξ̄j(x, τ)dτ , (6.20)
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where ε̄j(t0) ≥ |εj(t0)| is a bound on the initial state estimation error. Thus, it is
guaranteed that |εj(t)| ≤ ε̄j(t) for all 0 ≤ t < Ts. Note that the adaptive detection
thresholds described by (6.20) provide improved robustness and fault sensitivity over
a fixed threshold [6, 54] and can be easily implemented as the output of the following
linear filters:
˙̄εj(t) = −lj ε̄j(t) + ξ̄j(x, t) . (6.21)
with an initial condition ε̄j(t0).
Fault Detection Decision Scheme: If any component of the diagnostic residual |εj(t)| ex-
ceeds its corresponding threshold ε̄j(t) at some finite time tj > Ts, then we can conclude
that a fault has occurred. The fault detection time is defined as Td , min{tj , j = 1, .., 4}.
FAULT ISOLATION
In this section, we describe the fault isolation method using adaptive estimation
techniques. Suppose an actuator fault has occurred to the s-th actuator at time Ts, and
the fault is detected at time Td > Ts, where s ∈ {1, .., 4}. Let us define the following
state vector: ζ , [vz, p, q, r]T . Therefore, based on (6.12), for t > Td, we have
ζ̇ = f(ζ, Ω̄) + ξ(x, t) + ϑshs(x, Ω̄) , (6.22)
where Ω̄ is defined in (6.18), f(ζ, Ω̄) , ϕ(x, t) +GM Ω̄, and
hs(x, Ω̄) , −GMΛsΩ̄ , (6.23)
is the known functional structure of the s-th actuator fault.
As shown in Figure 6.1, once an actuator fault is detected, a bank of four nonlinear
adaptive FIEs are activated to determine the partially faulty rotor. Each FIE is designed
based on the functional structure of a particular actuator fault under consideration.
Specifically, by using (6.22), the following four FIEs are chosen: for s = 1, · · · , 4,
˙̂
ζs = −Γs(ζ̂s − ζ) + f(ζ, Ω̄) + ϑ̂shs(x, Ω̄) , (6.24)
where ζ̂s represents the state estimate, Γs = diag{γjs} is a positive definite design matrix
(j = 1, .., 4), and ϑ̂s is the fault parameter estimate provided by the s-th FIE. The
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adaptation in the isolation estimators arises due to the unknown fault parameter ϑs.
The adaptive law for estimating the unknown parameters ϑ̂s is derived using Lyapunov
synthesis method [45] and is chosen as
˙̂
ϑs = PΘ{ΨshTs (x, Ω̄)(ζ − ζ̂s)} , (6.25)
where Ψs > 0 is a design constant representing the learning rate, and the projection
operator PΘ is used to constrain the parameter estimate ϑ̂s to a known compact region
Θ , [0, ϑ̄], ensuring the stability of the learning algorithm in the presence of modeling
uncertainty [45].
Denote ζ̃s as the state estimation error (i.e., ζ̃s , ζ − ζ̂s) corresponding to the sth
isolation estimator. Then, based on (6.22) and (6.24), for t > Td, the dynamics of the
j-th component of the state estimation error (i.e., ζ̃js(t)) is given by:
˙̃
ζjs = −γjs ζ̃js + ϑshjs(x, Ω̄)− ϑ̂shjs(x, Ω̄) + ξj(x, t) . (6.26)














where the constant ζ̄js ≥ |ζ̃js(Td)| is an upper bound on the initial state estimation
error. Since the parameter estimate ϑ̂s belongs to a known compact set Θ, we have
|ϑ − ϑ̂s| ≤ κs(t) for a suitable κs(t) depending on the geometric properties of the set
Θ. For instance, by choosing Θ , [0, ϑ̄], we have κs(t) = ϑ̄2 + |ϑ̂s −
ϑ̄
2 |. Thus, by using














Note that the adaptive threshold µjs(t) given by (6.28) can easily be implemented as the
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outputs of a linear filter given by:
µ̇js = −γjsµjs + κs(t)|hjs(x, Ω̄)|+ ξ̄j(x, t) , (6.29)
with an initial condition ζ̄js .
The fault isolation procedure is designed based on the generalized observer scheme
[6]. Specifically, the following intuitive principle is employed: if fault s ∈ {1, .., 4} occurs
at time Ts, and is detected at some finite time Td ≥ Ts, then a set of adaptive thresholds
{µjs, j = 1, .., 4} can be designed for the s-th FIE, such that all components of the state
estimation error satisfy |ζ̃js(t)| ≤ µjs(t) for all t > Td. Consequently, a set of such adaptive
thresholds can be designed for each of the four FIEs. In the fault isolation procedure,
for a particular isolation estimator r ∈ {1, .., 4}\{s}, if at least one component of its
state estimation error exceeds the corresponding threshold, then the possibility of the
occurrence of fault r can be excluded. Thus, we have the following:
Fault Isolation Decision Scheme: If, for each r ∈ {1, ..., 4}\{s}, there exists some finite
time tr > Td and some j ∈ {1, .., 4}, such that |ζ̃js(tr)| > µjr(tr), then the occurrence of
a fault in the sth actuator is concluded. The fault isolation time if defined as Tisol ,
max{tr, r ∈ {1, .., 4}\{s}}.
FAULT ISOLABILITY ANALYSIS
Intuitively (and by following the general approach given in [54]), faults are isolable
if they are mutually different according to a certain measure quantifying the difference
in the effects that different faults have on measurable outputs and on the estimated
quantities in the isolation scheme. In this respect, let us define the following fault
mismatch function between the sth actuator fault and the r-th actuator fault:
ρjsr(x, Ω̄) , ϑsh
j
s(x, Ω̄)− ϑ̂rhjr(x, Ω̄) , (6.30)
where s, r = 1, .., 4, s 6= r, and j = 1, .., 4. From a qualitative point of view, the
mismatch fault function ρjsr can be interpreted as the difference between the actual
fault function ϑsh
j
s(x, Ω̄) and its estimate ϑ̂rh
j
r(x, Ω̄) generated by the r-th isolation
estimator whose structure does not match the actual fault s. The following theorem
characterizes the class of isolable faults:
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Theorem 6.1. Consider the fault isolation scheme described by (6.24), (6.25) and
(6.28). Suppose that a fault s, with s ∈ {1, .., 4}, has occurred at time Ts and has been
detected at time Td > Ts. Then, fault s is isolable if for each r = 1, .., 4, r 6= s, there















κr(τ)|hjr(x, Ω̄)|+ 2ξ̄j(x, τ)
]
dτ , (6.31)
where the constant ζ̄jr is a bound on the initial condition of the j-th component of the
state estimation error associated with the r-th isolation estimator.
Proof: Define ζ̃r as the state estimation error associated with the r-th isolation
estimator (i.e. ζ̃r , ζ − ζ̂r). Then, in the presence of the sth fault, based on (6.22) and
(6.24), the j-th component of the state error dynamics associated with the r-th isolation
estimator is given by:
˙̃
ζjr = −γjr ζ̃jr + ξj(x, t) + ρjsr(x, Ω̄) . (6.32)
Thus, for all t ≥ Td, we have:




























From (6.28), it can seen that the j-th component of the adaptive threshold, correspond-















Then, by using ζ̄jr ≥ |ζ̃jr (Td)|, if inequality (6.31) is satisfied, we have |ζ̃jr (tr)| > µjr(tr),
thus excluding the possibility of the occurrence of the r-th fault. The proof of Theorem
1 follows immediately.
Remark 6.1: As can be seen from (6.30), the fault mismatch function ρjsr is mainly
determined by the difference in the functional structures of the s-th actuator fault (rep-
resented by hjs) and the r-th actuator fault (represented by h
j
r), which are in turn de-
pendent on the actuator fault distribution matrices Λs and Λr (see (6.23)), respectively.
Therefore, from Theorem 6.1, we can see that the fault isolability is largely dependent
on the different structure through which each rotor contributes to the total thrust and
moments acting on the quadrotor body (see (3.4) and (6.9)) and the level of modeling
uncertainty.
ACTUATOR FAULT ACCOMMODATION
After the faulty actuator is isolated, the matched adaptive FIE provides an estima-
tion of the unknown fault magnitude, which can possibly be used to adjust the on-board
control signal for the purpose of fault accommodation. In order to obtain a reasonably
good estimate of the fault parameter, the condition of persistency of excitation (PE) is
required [45]. However, note that the unknown fault parameter ϑs in (6.22) is only a
scalar. Therefore, it is not difficult to satisfy the required PE level [45].
It is worth noting that the proposed actuator fault diagnosis scheme is independent
of the controller structure. The on-board baseline controller is designed based on the
nominal quadrotor model given by (6.1) - (6.4) under healthy conditions (i.e. ϑs = 0).
The controller computes the required rotor velocities, which are sent to the motor servo
control system to generate the forces and moments acting on the quadrotor body needed
for the quadrotor to track a set of reference trajectories (e.g., attitude, altitude, position).
Consequently, controller output signals are available for implementing the fault diagnosis
and accommodation algorithms and can be adjusted to compensate for the effects of
faults. However, the actual rotor velocities are not measured and not available for the
fault diagnosis task.
Specifically, in order to accommodate for the effects of the actuator fault, the
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controller commands sent to the rotors are modified as:
Ω̄ = (I4 − ϑ̂sΛs)−1Ω̃ , (6.34)
where Ω̄ are the squared rotor velocities generated by the on-board baseline controller







T are squared rotor velocities adjusted to com-
pensate for the isolated faulty rotor. Recall that the actuator fault parameter relative
to the rotor square velocity is given by ϑs = 1− α2s. Referring to actuator fault model
(6.5), it can be seen that if ϑ̂s ≈ ϑs, then the actual rotor velocity will approximately
approach the commanded rotor velocity (i.e. Ω∗s ≈ Ωs).
EXPERIMENTAL RESULTS
In this section, we present some real-time flight test results to illustrate the effec-
tiveness of the proposed method. A block diagram of the experimental system setup is
shown in Figure 3.2. During flight tests, quadrotor position and attitude information is
obtained from the Vicon motion capture camera system.
In order to further take real-world constraints into account, the position and Euler
angle measurements provided by the Vicon camera systems are intentionally corrupted
by zero mean measurement noise. Using the fast rate position measurements, an es-
timate of the quadrotor inertial velocity can be obtained by means of linear filtering
techniques. Specifically, the velocity vz used in the FDI scheme is obtained as the
output of the following velocity filter:
vz =
ω20s
s2 + 2ω0s+ ω20
z, (6.35)
where z represents the altitude measurement, and ω0 represents the corner frequency of
the velocity filter. For implementation purpose, the above filter is discretized and the
corner frequency is chosen to be ω0 = 20 rad/sec.
The FDI and FTC algorithm described in this Chapter is based on the quadrotor
vertical velocity and angular rate dynamics (see (6.12)). It is worth noting that some
of the modeling parameters in (6.12) are directly measurable or can be obtained exper-
imentally (e.g. mass, moments of inertia, etc.). Conversely, motor thrust coefficients
(bF ), the drag force coefficient (cD), and the additional known nonlinearities represented
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by the term ξ0(x, t) are not directly measurable and need to be estimated using system
identification techniques [56]. Figure 6.2 shows the actual vertical velocity and angular
rate dynamics and their estimates. Specifically, referring to (6.12), the signals v̇z, ṗ, q̇,
and ṙ generated using sensor measurements are depicted in dashed blue line, and their
estimates generated based on the model given by the right side of (6.12) are depicted
in solid red line. As can be seen, the model-based estimates closely approximate the
actual signals.
Figure 6.2: Quadrotor model system identification
The uncertainty bound ξ̄ on the uncertainty term ξ(x, t) given in (6.14) and As-
sumption 1 is obtained as follows. By using equation (6.22) under healthy actuator
conditions (i.e. ϑs = 0), we have
ξ(x, t) = ζ̇ − f(ζ, Ω̄) ≤ ε|ζ̇ − f(ζ, Ω̄)| = ξ̄(x, t, Ω̄) , (6.36)
where ε > 1 is a constant chosen experimentally (ε = 1.25 used in the results shown
below). Specifically, the bound ξ̄ is generated by using experimental data collected from
several autonomous flight scenarios and standard system identification techniques using
least squares [56].
EXPERIMENTAL EVALUATION RESULTS
In order to evaluate the proposed actuator fault diagnosis and accommodation
method, approximately 1 minute of autonomous flight with real-time FDI and FTC is
recorded. A video recording of the experiment has been posted online [57]. The quadro-
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tor is commanded to perform a circular maneuver with a radius of 1 meter at a constant
altitude while following a sinusoidal orientation angle. Trajectory control of the quadro-
tor is achieved using a double-loop architecture, as shown in Figure 6.3. Quadrotor
position control is achieved by the outer loop. Specifically, the desired quadrotor roll
and pitch angles are generated by the following PID control law:
φd
θd




where e(t) ∈ R2×1 represents the position error, KP , KI , and KD are the proportional,





is implemented to account for the quadrotor orientation. The Altitude and Attitude
Controller generates the required rotor velocities needed for the quadrotor to track
the desired attitude and altitude trajectories. As described above, the fault diagnosis
method is independent of the structure of the controller. Therefore, for brevity, the
detailed description of the control algorithm is purposely omitted.
Figure 6.3: Quadrotor control architecture
Quadrotor sensor measurements are processed on-line, and real-time actuator fault
diagnostic decision is provided by the diagnostic algorithm. An actuator fault is ar-
tificially injected in rotor M1 by purposely corrupting the controller output signal Ω̄1
according to (6.5). Specifically, at approximately time t = 42.6s, letting αs = 0.87
results approximately in a 25% loss of effectiveness in the thrust generated by rotor M1
(i.e. ϑ1 = 0.25).
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Figure 6.4: Fault detection results: detection residuals (solid blue lines) and adaptive
thresholds (dashed red lines).
FAULT DETECTION AND ISOLATION
Figure 6.5: Fault isolation results: isolation residual components (solid blue lines) and
adaptive thresholds (dashed red lines).
The fault detection residuals and adaptive thresholds, generated by (6.16) and
(6.21), are shown in Figure 6.4. As can be seen, before the occurrence of an actua-
tor fault, all components of the detection residuals remain below their corresponding
thresholds. Shortly after the occurrence of a loss of effectiveness fault in rotor M1 at
time t = 42.6 sec, at least one residual component exceeds its corresponding detection
threshold, indicating the occurrence of an actuator fault. Note that all detection resid-
uals go back to remain below their respective thresholds after time t ≈ 45s. This is the
direct result of fault accommodation, which is detailed later in this section.
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Figure 6.5 shows the isolation residuals and adaptive thresholds generated by the
four FIEs, respectively. As can be seen, all components of the isolation residual generated
by FIE 1 always remain below their corresponding thresholds. Additionally, at least
one component of the residual generated by any other FIEs exceeds the corresponding
threshold shortly at approximately t = 43.7 sec. Therefore, based on the fault isolation
logic derived in this Chapter, we can conclude that a fault has occurred in rotor M1.
FAULT ACCOMMODATION
As previously described, the matched FIE provides a reasonable estimate of the
fault magnitude. Figure 6.6 shows the estimated fault parameter generated by the
adaptive law (6.25). As can be seen, shortly after fault detection (at approximately
t = 43.3 sec), the fault magnitude estimation reasonably approximates the true fault
magnitude.
Figure 6.6: Fault parameter estimation
Figures 6.7 and 6.8 show the tracking performance of the quadrotor in the xy
inertial plane, before and after the fault accommodation mechanism is employed, re-
spectively. As can be seen from Figure 6.7, before the occurrence of the fault at time
t = 42.6s, the quadrotor closely tracks the commanded xy position. However, after the
occurrence of the fault, the quadrotor drifts away from the desired trajectory. From
Figure 6.8, it can seen that shortly after the activation of the fault accommodation
mechanism, the quadrotor returns to the desired trajectory and maintains good track-
ing performance even in the presence of the actuator fault.
Figure 6.9 and Figure 6.10 show the altitude, yaw, roll and pitch angle tracking
performance of the quadrotor during the entire flight duration. As can be seen, the
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Figure 6.7: Position tracking before fault accommodation
Figure 6.8: Position tracking after fault accommodation
Figure 6.9: Altitude and yaw angle tracking performance
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Figure 6.10: Roll and pitch angle tracking performance
traking performance significantly degrades shortly after the occurrence of the actuator
fault. However, once the FDI and accommodation procedure is completed, the quadrotor
is able to maintain good tracking performance even in the presence of an actuator fault.
CONCLUSIONS
This chapter presents the design and real-time experimental results of a quadrotor
actuator fault diagnosis and accommodation method using adaptive estimation tech-
niques. By following the general methodology given in [54], a bank of nonlinear adaptive
estimators are designed for detecting and isolating faults in the quadrotor actuating
system. Nonlinear adaptive thresholds are designed to enhance the detectability and
isolability of FDI method. The diagnostic information is used to adjust the controller
output signals to accommodate the fault effect. The fault diagnosis and accommoda-
tion method is implemented on a quadrotor UAV test environment and is demonstrated
during real-time autonomous flight. An interesting direction for future research is to
develop a unified FDI framework for both actuator faults and sensor faults in quadrotor
UAVs.
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VII. ROBUST FAULT-TOLERANT CONTROL OF QUADROTOR UAVS WITH
MULTIPLE ACTUATOR FAULTS
INTRODUCTION
In this chapter, we present the design, analysis and implementation of a nonlinear
indirect adaptive altitude and attitude fault-tolerant control algorithm for quadrotor
UAVs subject to actuator faults. The adaptation in the control law arises due to the
unknown fault magnitudes. A robustifying control effort is added, in order to ensure
the stability of the altitude and attitude system in the presence of modeling uncer-
tainties. Additionally, the controller guarantees asymptotic convergence of the altitude
and attitude tracking error even in the presence of multiple actuator faults. The con-
trol algorithm is implemented on-board of a quadrotor built in-house with off-the-shelf
components, and it is evaluated in real-time during autonomous flight. Single and mul-
tiple simultaneous faults are artificially injected while the quadrotor is performing an
autonomous maneuver and real-time experimental results are shown to illustrate the
effectiveness of the control law.
PROBLEM FORMULATION
Based on the quadrotor system dynamics (6.1) - (6.4), the quadrotor altitude and
attitude dynamics are given by:
ż = vz (7.1)
η̇ = Rη(φ, θ)ω (7.2)

























+ ξω0(x, t) + ξω(x, t) , (7.4)
where ξzv0(x, t) and ξ
z
v(x, t) represent the third component of ξv0(x, t) and ξv(x, t) in
(6.2), respectively. Let us define
ξ(x, t) , [ξzv(x, t), ξω(x, t)
T ]T . (7.5)
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The following assumption is needed for the design and analysis of the adaptive FTC
algorithm:
Assumption 1: Each component of the unstructured modeling uncertainties ξ(x, t) is
unknown but bounded by some known functions, i.e., for i = 1, .., 4,
|ξi(x, t)| ≤ ξ̄i(x, t) , ∀t ≥ 0 , (7.6)
where the boundary function ξ̄i(x, t) is known.
Assumption 7.1 characterizes the class of modeling uncertainties under considera-
tion. The bound on the unstructured modeling uncertainty ξ(x, t) is needed to guarantee
the robustness of the control algorithm to unmodeled dynamics in the altitude and at-
titude control design process.
As described in Chapter 6, actuator faults are represented by a partial loss of
effectiveness (LOE) in the rotors and are modeled as follows for s = 1, .., 4:
Ω∗s = αsΩs , (7.7)
where Ωs represents the commanded rotor angular velocity, Ω
∗
s is the actual rotor angular
velocity. The relationship between the forces Fs and the reaction torques τs generated
by each rotor and the rotor angular velocity is given by:
Fs = (1− βs(t− Ts)ϑs)bFΩ2s (7.8)
τs = −(1− βs(t− Ts)ϑs)k sgn(Ωs)Ω2s , (7.9)
where bF and k represent rotor thrust and torque constants, respectively, and sgn(·)
represents the signum function. The fault time profile function β(·) is assumed to be a
step function with unknown fault time occurrence Ts. Additionally, the unknown fault
parameter relative to the the s-th rotor’s square velocity is defined as:
ϑs , 1− α2s (7.10)
Specifically, ϑs = 0 represents a healthy rotor, and ϑs ∈ (0, ϑ̄) represents the case of a
rotor experiencing a partial loss of effectiveness, where ϑ̄ , 1− ᾱ2. Thus, based on the
quadrotor configuration shown in Figure 3.1 and by using (7.8)-(7.9), the total thrust
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where I4 is the 4 × 4 identity matrix, and M represents the mapping matrix relat-
ing thrust and torques to rotor angular velocities defined in (3.4). The actuator fault
distribution matrix Λs characterizes the location of an actuator fault for s = 1, .., 4.
Specifically, the terms Λs are defined as Λ1 = diag{1, 0, 0, 0}, Λ2 = diag{0, 1, 0, 0},
Λ3 = diag{0, 0, 1, 0}, and Λ4 = diag{0, 0, 0, 1}. See Chapter 6 for a detailed description
of the parameters in (7.7) - (7.10).
In this research we consider the possible occurrence of multiple simultaneous actu-
ator faults at any time. The objective is the design, analysis and experimental demon-
stration of a robust nonlinear fault-tolerant adaptive control law. The control law is
able to stabilize the quadrotor dynamics and guarantees asymptotic altitude and at-
titude angles tracking performance even in the presence of possible multiple actuator
faults.
Remark 7.1. Unlike approaches described in [58–60], the fault-tolerant control scheme
presented in this research does not require a fault diagnosis component to detect, iso-
late and estimate possible actuator faults. The proposed fault-tolerant control scheme
is able to automatically adapt and accommodate the occurrence of possible multiple
simultaneous actuator faults.
QUADROTOR NONLINEAR ADAPTIVE FAULT-TOLERANT CONTROL
METHOD
In this section, we describe the design of a nonlinear adaptive fault-tolerant con-
troller for stabilizing the quadrotor altitude and attitude dynamics and maintain good
tracking performance even when one or more rotors are subjected to a partial loss of
effectiveness.
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Let us define the following state variables:
x1 , [z , φ , θ , ψ]
T
x2 , [vz , p , q , r]
T
Then, by using the thrust and torque models with actuator faults described by (7.11)
and after some algebraic manipulation, the altitude and attitude dynamics given by
(7.1) - (7.4) can be written in the following compact form:
ẋ1 = g1(x1)x2 (7.12)



















ξ∗(x, t) , (g2(x1)M)
−1ξ(x, t) ,
























 − cosφ cos θm 0
0 J−1
 .
From (7.12)-(7.13), it can be seen that the quadrotor altitude and attitude dynam-
ics is susceptible to the occurrence of possible multiple actuator faults with unknown
fault magnitudes and modeling uncertainties. Therefore, in the presence of multiple ac-
tuator faults and modeling uncertainties, an altitude and attitude controller with fixed
gains may suffer from performance degradation or even loss of stability, leading to a fail-
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ure of the overall control system. This motivates the design of a robust adaptive control
law which is able to stabilize the quadrotor altitude and attitude system in the pres-
ence of possible multiple simultaneous actuator faults and modeling uncertainties. The
adaptation in the control algorithm arises due to the unknown actuator fault magnitude
vector ϑ. The design of the control law is is based on nonlinear adaptive backstepping
techniques [61] and is described below.
Consider the following coordinate transformation:
z1 = c1(x1 − x1d) + c2
∫ t
0
(x1 − x1d)dτ (7.14)
z2 = x2 − α (7.15)
where x1d(t) , [zd, φd, θd, ψd]T represents the desired altitude, roll, pitch and yaw
angles, respectively, c1 , diag{c11, c21, c31, c41}, c2 , diag{c12, c22, c32, c42} are some design
constants with ci1 > 0, and c
i
2 > 0, for i = 1, .., 4. The integral component is added in
order to ensure tracking performance in the presence of disturbances, and the virtual
control signal α is given by:
α , (c1g1(x1))
−1(− k1z1 − c2(x1 − x1d) + c1ẋ1d) (7.16)
where k1 , diag{k11, k21, k31, k41} with ki1 > 0, for i = 1, .., 4. Then, the following
nonlinear robust adaptive control law is designed:
Ω̄ = Ω̄0 + Ω̄
∗ (7.17)
˙̂
























× diag{sgn(H)}ξ̄∗(x, t) , (7.20)
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H , zT2 g2(x1)M , (7.21)
ξ̄∗(x, t) , (g2(x1)M)
−1ξ̄(x, t) , (7.22)
σs > 0 is a constant representing the adaptive learning rate, c3 , diag{c13, c23, c33, c43}
with ci3 > 0, for i = 1, .., 4, are some design constants, sgn(·) represents the signum
function, and ξ̄(x, t) in (7.22) is defined as ξ̄ , [ξ̄1 , ξ̄2 , ξ̄3 , ξ̄4]T , representing the bound
on the modeling uncertainty defined in (7.6).
In order to guarantee the stability of the adaptive algorithm in the presence of
modeling uncertainties, the projection operator P in (7.18) restricts the parameter es-
timate to a predefined known compact set Θs , [0, ϑ̄s] [45]. Specifically, the projection
algorithm takes the following form




0 if |ϑ̂s|= ϑ̄s and ϑ̂sσzT2 g2(x1)MΛsΩ̄≤0
or if |ϑ̂s| < ϑ̄s
HΛsΩ̄ otherwise .
Remark 7.2 The control law given in (7.17), consists of two parts. The term Ω̄0 defined
by (7.19), is designed to achieve good tracking performance even in the presence of
possible multiple actuator faults. The term Ω̄∗ given in (7.20), represents an additional
control effort, designed to guarantee the controller robustness to modeling uncertain-
ties. The following result characterizes the closed-loop system dynamics and asymptotic
tracking performance:
Theorem 7.1. Consider the quadrotor altitude and attitude system given by (7.12)-
(7.13) subject to possible simultaneous actuator faults described by (7.7) and (7.11).
Then, the adaptive fault-tolerant control law (7.17) with the fault parameter adaptive
law (7.18) guarantee: (I) that all the signals are bounded; (II) the altitude and attitude
tracking error converges asymptotically to zero, i.e. limt→∞(x1 − x1d) = 0.
Proof. Differentiating both sides of (7.14) and (7.15) with respect to time and by
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using (7.12)-(7.13), the dynamics of the states z1 and z2 are given by:
ż1 = c1ẋ1 − c1ẋ1d + c2(x1 − x1d)
= c1g1(x1)z2 + c1g1(x1)α− c1ẋ1d + c2(x1 − x1d)
= c1g1(x1)z2 − k1z1 (7.24)
ż2 = ẋ2 − α̇








Ω̄ + ξ∗(x, t)
]
. (7.25)
Let us define the rotor fault magnitude parameter estimation error as ϑ̃s , ϑ̂s− ϑs. By
adding and subtracting the term g2(x1)M(
∑4
s=1 ϑ̂sΛs)Ω̄ to (7.25), it can be shown that


































ϑ and (7.17), the time derivative of V along the solutions of (7.24),
(7.26), and (7.18) is given by:































Let us substitute the control laws (7.19) and (7.20) into (7.28). Then, by using the
following identity:
zT2 (c1g1(x1))







= zT1 c1g1(x1)z2 ,
it immediately follows that:














Note that that the projection operator can only make the Lyapunov function more
negative [45]. Thus, we have










where Hi , ξ̄∗i , and ξ
∗
i represent the i-th components of H, ξ̄
∗, and ξ∗, respectively, for
i = 1, .., 4. By noting that Hi = |Hi| sgn(Hi), it immediately follows that




−|Hi|ξ̄∗i (x, t) +Hiξ∗i (x, t)
)
≤ −zT1 k1z1 − zT2 c3z2 . (7.29)
Based on (7.27) and the above inequality, we have z1 ∈ L∞, z2 ∈ L∞, and ϑ̃s ∈ L∞.
Moreover, since ϑs is bounded by definition, it follows that ϑ̂s ∈ L∞. Thus, Ω̄ ∈ L∞,
which implies that ż1 ∈ L∞ and ż2 ∈ L∞. By noting that V (t) is positive semi-definite
and that V̇ ≤ 0, it follows that limt→∞ V (t) = V∞ exists and is finite. By integrating
(7.29) for t ∈ [t0, ∞] we have:
∫ t
t0
(zT1 k1z1 + z
T
2 c3z2)dt ≤ V (t0)− V∞.
Therefore, z1, and z2 are square integrable, i.e. z1, z2 ∈ L2. Thus, by using Barbălt’s
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Lemma [45], we can conclude that:
lim
t→∞




z2 = [0, 0, 0, 0]
T .
Let us define the altitude and attitude tracking error eF , x1−x1d. Then, by using the






Thus, eF → 0, hence, concluding the proof.
Remark 7.3 The adaptive law (7.18) simultaneously provides an estimate of the four
unknown fault parmeters ϑs, for s = 1, .., 4. However, the convergence of parameter
estimates to the actual values is guaranteed only if the special condition of persistency
of excitation is satisfied [45], which is not necessarily always guaranteed during flight.
As shown, in the proof of Theorem 7.1, the control law (7.17)-(7.18) does not require
the PE condition. Moreover, asymptotic altitude and attitude tracking performance is
guaranteed even if the parameter estimates do not converge to the actual values.
Remark 7.4 Note that the control law (7.17) is discontinuous, since each element of
Ω̄∗i is discontinuous at Hi = 0 for i = 1, .., 4 (see (7.20)). This discontinuity can cause
undesirable chattering which can be remedied by using a smooth approximation of the
sign function (for instance, the hyperbolic tangent function [62]). In this case, using a
similar Lyapunov synthesis method, it can be shown that the tracking error eF converges
to an arbitrarily small region around zero.
EXPERIMENTAL RESULTS
In this section, we present some real-time experimental results in order to illustrate
the effectiveness of the proposed fault-tolerant altitude an attitude control algorithm.
The altitude and attitude fault-tolerant control algorithm presented in this chapter is
implemented on-board, and is evaluated in real-time during autonomous flight.
Two cases are presented: (1) single actuator fault, and (2) multiple simultaneous
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Figure 7.1: Quadrotor control architecture
actuator faults. A video recording of the experiments has been posted online [63]. In
order to evaluate the proposed altitude and attitude fault-tolerant control method, real-
time data of the autonomous quadrotor flight with FTC is recorded. The quadrotor
is commanded to follow a circular trajectory at a constant altitude while following a
sinusoidal orientation angle.
The Adaptive Altitude and Attitude Controller generates the required rotor veloci-
ties needed for the quadrotor to track the desired altitude and attitude trajectories even
in the presence of multiple simultaneous actuator faults. Quadrotor sensor measure-
ments are processed on-line, and real-time actuator fault tolerance is provided by the
adaptive altitude and attitude control algorithm. As previously described, the control
algorithm is based on the quadrotor vertical velocity and angular rate dynamics (see
(7.1)-(7.4)) and requires measurements of the states x1 and x2. Altitude and Euler angle
measurements are directly obtained from the Vicon camera system. An estimate of the
quadrotor inertial velocity is obtained from position measurements by means of linear
filtering and angular rate measurements are obtained from an on-board gyroscope.
Actuator faults are artificially injected in the rotors by purposely corrupting the
controller output signal Ω̄ according to (7.7). Note, that the controller output Ω̄ rep-
resents the square velocities of each rotor. A conversion block, accounting for battery
drainage is used to convert the commanded square velocities to pulse-width modulated
signals according to the formula:
δs = lΩ
2
s +mB + n, for s = 1, .., 4,
where δ· represents the PWM signal sent to the rotors, B is the measured battery
voltage, and the constants l, m, and n are known and determined experimentally.
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SINGLE ACTUATOR FAULT
In this scenario, an actuator fault is artificially injected by purposely corrupting
the PWM signal corresponding to rotor M1. Specifically, at time t ≈ 25s, a 20% loss of
efficiency is introduced in the thrust generated by rotor M1.
Figure 7.2 and Figure 7.3 show the quadrotor altitude, attitude and position track-
ing, respectively. As can be seen, prior to the occurrence of the fault, the quadrotor
closely tracks the desired trajectories. Immediately after time t ≈ 25s, small tracking
errors can be observed due to the loss of efficency in rotor M1. However, after a short
transient time, the adaptive controller quickly adapts and is capable of maintaining sat-
isfactory altitude, attitude and position tracking performance, even in the presence of
an actuator fault.
Figure 7.2: Altitude and attitude tracking with single actuator fault: desired trajectories
are depicted in dashed blue line and actual quadrotor altitude and attitude angles are
depicted in solid green line.
Figure 7.4 shows the controller commands generated by (7.17). As can be seen,
shortly after t = 25s, the controller command corresponding to rotor M1 increases in
an effort to compensate for the occurrence of a fault.
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Figure 7.3: Position tracking with single actuator fault
Figure 7.4: Adaptive fault-tolerant controller commands.
MULTIPLE SIMULTANEOUS ACTUATOR FAULTS
In this experiment we perform a longer run and sequentially inject simultaneous
multiple faults. Specifically, Table 8.1, shows the time profiles and magnitude of the
faults injected in the actuators. As can be seen, between times t = 22s and t = 35, rotors
M1 and M2 suffer from a 20% loss of efficiency in the thrust. Between times t = 55s
and t = 72s, simultaneous faults are introduced in rotors M1, M2, and M3 with 20%,
15%, and 12% loss of efficiency, respectively. Finally, at time t = 90s, four simultaneous
faults are introduced for the remainder of the flight. Specifically, rotors M1, M2, M3,
and M4 suffer from 15%, 10%, 15%, and 10% loss of efficiency, respectively.
Figure 7.5 shows the altitude and attitude tracking performance of the quadrotor
for the case with 2 simultaneous actuator faults. As can be seen, the quadrotor alti-
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t(s) 22 - 35 55 - 72 90 - 110
M1 20% 20% 15%
M2 20% 15% 10%
M4 - 12% 15%
M3 - - 10%
Table 8.1: Quadrotor actuator fault magnitudes
Figure 7.5: Altitude and attitude tracking with 2 simultaneous actuator faults: desired
trajectories are depicted in dashed blue line and actual quadrotor altitude and attitude
angles are depicted in solid green line.
tude and attitude tracking performance is recovered shortly after the occurrence of two
simultaneous actuator faults. Note that only on the pitch angle and quadrotor altitude
are significantly affected over a short duration of time by the loss of efficiency in the
two rotors. This can intuitively be explained as follows. Referring to Figure 3.1, it can
be seen that a loss of efficiency in rotors M1 and M2 would result in a loss of efficiency
in the pitching torque and a loss of total thrust, which coincide with the pitch angle
and altitude errors shown in Figure 7.5. Additionally, note that due to their physical
location and opposing direction of spinning, a loss of equal magnitude in rotors M1 and
M2 would have canceling effects on the rolling and yawing torque produced by the two
rotors. Thus, a 20% in the rotors M1 and M2 has a negligible effect on the quadrotor
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roll and yaw angles.
Figure 7.6 shows the altitude and attitude tracking performance of the quadrotor
in the presence of three simultaneous faults. As can be seen, shortly after time t = 55s
a small tracking error can be observed. However, after a short transient period, the
quadrotor resumes to closely track the desired trajectories.
Figure 7.6: Altitude and attitude tracking with 3 simultaneous actuator faults: desired
trajectories are depicted in dashed blue line and actual quadrotor altitude and attitude
angles are depicted in solid green line.
Figure 7.6 shows the altitude and attitude tracking performance of the quadrotor
when all rotors suffer from a loss of efficiency, as shown in Table 8.1. As can be seen,
after time t = 90s, the most significant tracking errors can be observed in the quadrotor
altitude, and only small errors are visible in the attitude angles. The sudden loss of
efficiency in all four rotors results in a sudden loss of efficiency in the collective thrust
which explains the large error in the altitude immediately after the occurrence of the
faults. Given that all four rotor faults are relatively close to each other in magnitude, the
small resulting attitude errors can be explained by following similar intuitive reasoning
as in the case of two simultaneous faults considered earlier.
Figure 7.9 shows the commanded square velocities generated by (7.17). As can be
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Figure 7.7: Altitude and attitude tracking with 4 simultaneous actuator faults: desired
trajectories are depicted in dashed blue line and actual quadrotor altitude and attitude
angles are depicted in solid green line.
seen, between time t = 22s and t = 35s, the commanded rotor velocities corresponding
to rotors M1 and M2 increase in an effort to compensate for the loss of effectiveness,
while the commanded rotor velocities corresponding to rotors M3 and M4 are virtually
unaffected by the occurrence of the faults. Similarly, between time t = 55s and t = 72s,
the commanded rotor velocities corresponding to rotors M1, M2, and M3 immediately
respond to the presence of the three simultaneous faults, while the controller command
corresponding to rotor M4 remains affected. Finally, after time t = 90s all four rotor
commands exhibit a increase in an effort to compensate for the sudden loss of thrust.
Figure 7.8 shows the position tracking performance of the quadrotor for the entire
flight duration. As can be seen, in each case, shortly after the occurrence of the faults,
the quadrotor is capable to maintain satisfactory position tracking performance even in
the presence of actuator faults. In order to test the occurrence of simultaneous actuator
faults, the loss of efficiency parameters are reset to zero in each case. Resetting the
actual values of the actuator faults back to the nominal case (i.e. ϑ = [0, 0, 0, 0]T )
has the reverse effect and appears as an additive fault (i.e. gain of efficiency) to the
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Figure 7.8: Position tracking with simultaneous multiple actuator faults
Figure 7.9: Adaptive fault-tolerant controller commands in the case of multiple simul-
taneous actuator faults.
adaptive altitude and attitude controller. This explains the small tracking errors after
times t = 35s and t = 72s in Figure 7.8.
CONCLUSIONS
This chapter presents the design and experimental results of a fault-tolerant al-
titude and attitude control algorithm for quadrotor UAVs subject to actuator faults.
By using a nonlinear adaptive back-stepping procedure, a new robust altitude and atti-
tude controller is designed for accommodating possible multiple simultaneous actuator
faults. The adaptation in the control algorithm arises due to the unknown fault magni-
tude, modeled as a loss of efficiency in the rotors. A robustifying control effort is added
to account for unknown nonlinearities in the quadrotor dynamics. The control law guar-
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antees the quadrotor altitude and attitude asymptotic stability even in the presence of
multiple actuator faults. Experimental results are shown to illustrate the effectiveness
of the proposed method. An interesting direction of future research is the extension of
the proposed method to distributed systems consisting of multiple quadrotors.
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VIII. ADAPTIVE FAULT-TOLERANT CONTROLLER INTEGRITY
MONITORING FOR QUADROTOR UAVS
In order to enhance the reliability, safety, and survivability of UAVs, advanced
adaptive control systems have attracted significant attention because of the potential
to achieve superior control performance in the presence uncertainty or faults. Before
such adaptive control systems can be adopted for use in safety-critical aerospace ap-
plications, it must be certified that the adaptive controller meet certain reliability and
safety requirements. There have been significant research activities with exciting results
in the research fields of software verification and validation (V&V) assuring satisfactory
functionalities of software systems [32]. However, with the increasing levels of adap-
tation and autonomy in complex unmanned aerospace systems, the traditional notion
that such systems can be fully tested and validated offline is becoming an impossible
task [64, 65]. Run-time assurance (RTA) architectures provide a promising framework
that can potentially maximize the use of advanced adaptive controllers with high per-
formance capabilities, while ensuring the safety of the overall system in a run-time
fashion [33, 66–68]. An important factor of RTAs is the online monitoring component
that offers early detection of software faults and potential malfunctions of the adaptive
controller, therefore allowing the timely activation of a fully certified simpler baseline
controller to maintain system safety or to conduct degraded degradation.
In this chapter, we investigate the problem of run-time assurance (RTA) design for
adaptive control of quadrotor UAVs using the general methodology described in [33].
Specifically, the adaptive altitude and attitude fault-tolerant controller described in
Chapter 7 is considered. The adaptive algorithm guarantees closed-loop system stability
and asymptotic tracking performance even in the presence of actuator faults. However,
the occurrence of faults in the embedded adaptive control software may lead to unstable
adaptation behaviors and malfunctions of the control algorithm. Based on Lyapunov
stability criterion, an online controller integrity monitoring method is developed to de-
tect the presence of such controller software faults. The fault detectability condition is
rigorously analyzed, characterizing the class of software faults that are detectable by the
proposed method. Real-time flight test results are shown to illustrate the effectiveness
of the proposed RTA method for advanced quadrotor adaptive control systems.
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PROBLEM FORMULATION: CONTROLLER SOFTWARE FAULT MODEL
In Chapter 7, a robust nonlinear fault-tolerant adaptive control law was designed
for the quadrotor altitude and attitude system. The control objective was to design
a control law for the quadrotor altitude and attitude dynamics given by (7.1) - (7.4),
such that the quadrotor altitude z and attitude angles η track a desired differentiable
reference trajectory even in the presence of actuator faults described by (7.7) and (7.11).
Let us define the quadrotor altitude and attitude states as x
4




x1 , [z, φ, θ, ψ]
T , x2 , [vz, p, q, r]
T (8.1)
where z and vz represent the altitude and vertical inertial velocity, respectively. Then,
the controller incorporating adaptive algorithms considered in this chapter takes the
following general structure:
˙̂
ϑ = g0(ϑ̂, x, x1d, Ω̄) + β
c
1(t− T c1 )ρ1(ϑ̂, x, x1d, Ω̄) (8.2)
Ω̄ = Ω0(ϑ̂, x, x1d) + β
c
2(t− T c2 )ρ2(ϑ̂, x, x1d) (8.3)
where ϑ̂ is the state vector of the adaptive controller, x1d , [zd, φd, θd, ψd]T represents









T (see (7.11)) represents
squares of the commanded rotor velocities sent to the four rotors, g0 and Ω0 are non-
linear functions properly designed to satisfy the above control objective in the absence
of controller software faults, and βc1(t − T c1 )ρ1(ϑ̂, x, x1d, Ω̄) and βc2(t − T c2 )ρ2(ϑ̂, x, x1d)
represent the effects of faults in the real-time adaptive control software algorithm in
the controller state and output equations, respectively. Specifically, the terms βc1(·) and
βc2(·) are step functions with unknown fault occurrence times T 1c and T 2c , respectively,
and are defined as:
βc1(t− T c1 ) =
 0 , when t < T c11 , when t ≥ T c1 (8.4)
βc2(t− T c2 ) =
 0 , when t < T c21 , when t ≥ T c2 . (8.5)
The terms ρ1 and ρ2 represent the unknown software fault functions, possibly arising
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from software bugs, bad design, or violation of assumptions made during the offline
controller design and analysis process [33].
The aim of this chapter is to develop a controller integrity monitoring scheme for
detecting controller software faults in the adaptive control software/algorithm described
by (8.2) and (8.3).
CONTROLLER SOFTWARE FAULT DETECTION
In this section, we develop a controller integrity monitoring scheme to detect the
occurrence of controller software faults (represented by ρ1 in (8.2) and ρ2 in (8.3)), which
may lead to unstable adaptation behaviors and malfunctions of the adaptive controller
described by (7.17) and (7.18).
Let us define the following residual signal for controller software fault detection:
ε(t) , ||z1||2 + ||z2||2 . (8.6)














V̇ ≤ −zT1 k1z1 − zT2 c3z2 . (8.8)
Then, based on (8.6), in the absence of controller software faults (i.e. for t <
min{T c1 , T c2}), it follows that:
ε(t) ≤ 2V (t) . (8.9)
Let us define k̄1 , ||k1|| and c̄3 , ||c3||, where || · || represents the vector norm operator.
By integrating (8.8) over some time interval [t0, t], we obtain:
V (t) = V (t0)−
∫ t
t0
(k̄1||z1||2 + c̄3||z2||2)dτ , (8.10)
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Therefore, by using (7.27), (8.9), and (8.10), we have:












(k̄1||z1||2 + c̄3||z2||2)dτ ,
where z1(t0), z2(t0), and ϑ̃s
2
(t0) represent initial conditions at t0. Note that the above
threshold cannot be implemented due to the unknown initial parameters estimation
error ϑ̃s(t0), for s = 1, .., 4. However, based on the actuator fault model presented in
Chapter 7, the parameter estimate ϑ̂s(t) belongs to a known compact set Θ = [0, ϑ̄s],












σ−1κ2s(t0) + ||z1(t0)||2 + ||z2(t0)||2 − 2
∫ t
t0
(k̄1||z1||22 + c̄3||z2||22)dτ . (8.12)
Then, we have the following:
Fault detection decision scheme: The decision for the occurrence of unstable adap-
tation behaviors caused by a controller software fault is made when the residual signal
ε(t) exceeds its corresponding threshold µ(t). More precisely, the controller malfunction
detection time Td is defined as the first instant of time such that ε(t) ≥ µ(t); that is
Td , min{t > 0 : ε(t) > µ(t)}.
CONTROLLER SOFTWARE FAULT DETECTABILITY ANALYSIS
In the fault detection process, there is always an inherent tradeoff between robust-
ness and fault sensitivity. In this section, we investigate the detectability property of
the proposed controller software fault detection method. Suppose that a software fault
occurs at some time T0 = min{T c1 , T c2}. The following theorem characterizes implicitly
the class of software/controller faults that are detectable by the proposed method:
Theorem 8.1. Consider the quadrotor altitude and attitude system dynamics with
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the adaptive controller described by (7.18) and (7.17) subject to software faults ρ1 and
and ρ2 in (8.2) and (8.3). The software fault detection scheme guarantees that, if there































ϕ(x1, ϑ̂) , g2(x1)M(I4 − ϑ̂Λs) , (8.14)
then the fault will be detected at time t = Td, i.e. ε(Td) > µ(Td).
Proof. In the presence of a controller software fault (i.e., for t ≥ T0), we can rewrite
the adaptive control law given in Theorem 7.1 under the general structure of (8.2) and
(8.3) as
˙̂






















+ βc2(t− T c1 )ρ2(ϑ̂s, x, x1d) . (8.16)
See Chapter 7 for the description of the parameters in the above adaptive control law.
Let us recall the dynamics of the new states z1 and z2 described in (7.24) and (7.26),
respectively:
ż1 = c1g1(x1)z2 − k1z1 (8.17)


















By substituting the control law (8.16) into (8.18), we have
ż2 = −(c1g1(x1))T z1 − c3z2
+ g2(x2)M
(





ϑ̃sΛs)Ω̄ + ϕ(x1, ϑ̂)β
c
2(t− T c2 )ρ2(ϑ̂, x, x1d) , (8.19)
where ϕ(x1, ϑ̂) is defined in (8.14) and H is defined in (7.21). Now, consider the Lya-
punov function given by (7.27). Then, the time derivative of V along the solutions of
(8.17), (8.19), and (8.15) is given by:






















= −zT1 k1z1 − zT2 c3z2 −H
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= −zT1 k1z1 − zT2 c3z2 +H
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Integrating (8.20) from time T1 to t and by applying the vector norm operator, we
obtain:
V (t) = V (T1)−
∫ t
T1




























Based on the bound on the parameter estimation error (8.11) and the definition of the
Lyapunov function (7.27), we have:





s(t) ≥ 2V (t) . (8.22)
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Then, by using (8.6), (8.21), and (8.22), we obtain











































By recalling the model uncertainty bound described by (7.6) and by using similar tech-
niques as in the proof of Theorem 7.1 it can be verified that:
H
(
− diag{sgn(H)}ξ̄∗(x, τ) + ξ∗(x, τ)
)
≤ 0 . (8.24)






s(T1) + ||z1(T1)||2 + ||z2(T1)||2 − 2
∫ t
T1
(k̄1||z1||2 + c̄3||z2||2)dτ . (8.25)
By making use of (8.22) and (8.25), and after some algebraic manipulations, it can be
shown that





























Therefore, if there exists some Td ≥ T1 such that condition (8.13) is satisfied, then we
can conclude that ε(Td) ≥ µ(Td), i.e. the controller software fault is detected at time
t = Td.
Remark 8.1 . Note that the term on the left-hand side of (8.13) represents the overall
effect of software faults on system stability, while the right-hand side represents the
effect of uncertainties in the controller monitoring problem (for instance, the parameter
estimation error represented by κ(t)). In qualitative terms, the fault detectability the-
orem implies that, if during a certain time window [T1, Td], the effect of the software
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faults becomes sufficiently large with respect to the uncertainties, then the fault can be
detected.
EXPERIMENTAL RESULTS
In this section, we present some experimental results in order to illustrate the ef-
fectiveness of the online controller monitoring scheme. The fault-tolerant altitude and
attitude control algorithm described in Chapter 7 and the controller monitoring algo-
rithm described in this chapter are implemented and execute on-board of the quadrotor.
Figure 8.1 shows the run-time assurance architecture for quadrotor adaptive con-
trol. Two controllers are designed to execute on-board: (1) Advanced Adaptive Con-
troller, and (2) Baseline Controller. The advanced adaptive controller presented in
Chapter 7 is deployed on-board of the quadrotor and acts as the primary controller in
order to provide improved overall tracking performance and actuator fault-tolerance.
The baseline controller is designed using linear control design techniques (e.g. PID) and
is tuned to provide satisfactory stabilization capability at certain flight conditions. Due
to its controller architecture limitations (e.g. fixed gains), the baseline controller has in-
ferior tracking performance when compared to the adaptive controller. However, in the
presence of software faults in the advanced adaptive controller, the baseline controller
can be used to quickly stabilize and safely land the quadrotor. Specifically, adaptive con-
troller outputs and sensor measurements are used by the real-time adaptive controller
integrity monitoring algorithm for detecting possible faults in the advanced control soft-
ware. Once a software fault is detected, a switching mechanism is engaged, and the
baseline controller signals are selected for the remainder of quadrotor flight time.
In order to evaluate the presented nonlinear adaptive control algorithm and con-
troller integrity monitoring scheme, real-time flight tests for the following two cases
are conducted: actuator fault only and simultaneous actuator and controller software
fault. In both experiments the quadrotor is commanded to perform a circular maneuver
with a radius of 1 meter at a constant altitude while following a sinusoidal orientation.
Trajectory control of the quadrotor is achieved using a double-loop architecture. Specif-
ically, the outer loop controls the px and py positions by generating desired roll and
pitch angles. The altitude and attitude control loop, employing the run-time assurance
architecture shown in Figure 8.1, generates the required rotor velocities needed for the
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Figure 8.1: Run-time assurance architecture for quadrotor adaptive control.
quadrotor to track the desired attitude and altitude trajectories.
The experimental results are presented in the following two sections. A video
recording of the experiments is posted online [69].
EXPERIMENTAL RESULTS WITH ONLY ACTUATOR FAULT
In the first experiment, a 20% loss of effectiveness is artificially injected at time
T as ≈ 25 sec, by purposely corrupting the PWM input corresponding to rotor M1. Figure
8.2 shows the residuals generated by (8.6). As can be seen, the controller fault detection
residual always remains below the detection threshold. Additionally, Figure 8.3 and
Figure 8.4 show the quadrotor altitude, attitude and position tracking, respectively.
For simplicity a fixed detection threshold is chosen. As can be seen shortly after the
occurrence of the fault, the adaptive controller quickly adapts and is capable to maintain
good tracking performance even in the presence of an actuator fault.
EXPERIMENTAL RESULTS WITH SIMULTANEOUS ACTUATOR AND CONTROLLER
SOFTWARE FAULTS
In the second experiment, the advanced adaptive control law is purposely corrupted
with a software bug. Additionally, at time T as ≈ 23.5 s, an actuator fault is injected in
rotor M1. Once a controller software fault is detected, the quadrotor switches to the
baseline controller and is commanded to land for safety assurance. Specifically, the
software fault is represented by a sign bug [70] in the adaptive law (7.18) and is present
in the controller for the entire flight duration. In other words, the fault function ρ1 in
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Figure 8.2: Adaptive controller software fault monitoring: case of only actuator faults.
Figure 8.3: Quadrotor altitude and attitude with actuator faults only: desired trajecto-
ries (dashed blue line) and actual altitude and attitude angles (solid red line).
(8.15) is given by:
ρ2(x, ϑ̂, Ω̄, t) = 2PΘ{σzT2 g2(x1)MΛsΩ̄} .
Note that in the presence of actuator faults, the unanticipated software fault is beyond
the handling capability of the adaptive controller and would lead the quadrotor to crash
if unattended.
Figure 8.5 shows the results of controller software fault detection. As can be seen,
shortly after the occurrence of the fault, the residual signal generated by (8.6) exceeds
the detection threshold at time Td ≈ 25 sec, indicating the occurrence of a fault in the
advanced control algorithm. As a result, the baseline controller is activated to safely land
the quadrotor. It is worth noting that the software detection residual is computed based
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Figure 8.4: Quadrotor position tracking: case of actuator faults only.
on the signals z1 and z2 which are used in the adaptive FTC law (see (8.15) and (8.16)).
Therefore, once the baseline controller is activated, (i.e. for t > Td), the software faults
in the adaptive controller (which is not active at this time) are not detectable anymore
by the residual ε(t).
Figure 8.6 shows the quadrotor altitude and attitude tracking performance. As
can be seen, the quadrotor altitude and attitude tracking performance quickly degrades
shortly after the occurrence of the simultaneous actuator and controller faults. However,
with the run-time assurance method, the quadrotor is able to safely land albeit with
degraded tracking performance.
Figure 8.7 shows the position tracking of the quadrotor. As can be seen, shortly
after the occurrence of the faults the quadrotor position drifts away along the positive
Figure 8.5: Quadrotor controller fault monitoring: case of simultaneous actuator con-
troller fault.
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px and negative py direction. This is a direct result of the wrong adaptation direction
in the adaptive law (7.18). Note that a gross error in the quadrotor py position persists,
even after the quadrotor switches to the baseline controller, illustrating the limitations
of the fixed gain baseline controller.
Figure 8.6: Quadrotor attitude tracking: case of simultaneous actuator controller fault.
Desired trajectories are depicted in dashed blue line. Actual altitude and attitude angles
are depicted in solid red line.
Figure 8.7: Quadrotor position tracking: case of simultaneous actuator controller fault.
CONCLUSIONS
In this section, a run-time assurance method for nonlinear adaptive control of
quadrotor UAVs is investigated. A controller integrity monitoring algorithm is designed
to detect faults in the advanced controller software, which is a key component of the RTA
architecture for trusted autonomy. The fault detectability property of the controller in-
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tegrity monitoring algorithm is rigorously established. Fault detection information from
the controller integrity monitoring algorithm is used to activate controller switching and
conduct graceful degradation for safety assurance. Experimental results are shown to il-
lustrate the effectiveness of the proposed algorithms. An interesting direction for future
research is the extension of the proposed methods to distributed systems consisting of
multiple quadrotors.
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IX. CONCLUSION AND FUTURE RESEARCH
Due to their potentials in military and commercial applications, quadrotor UAVs
have experienced a continuous growth in recent years. However, as a result of the
intrinsic fabrication process and component damage, quadrotors are prone to various
sensor and actuator faults which can lead to failed missions and potential catastrophic
outcomes. The research presented in this dissertation aims to enhance the reliability,
survivability and autonomy of quadrotor UAVs. Specifically, using nonlinear adaptive
techniques, sensor and actuator fault diagnosis and fault-tolerant controllers are de-
veloped. The algorithms are presented with a rigorous analytical framework aimed at
characterizing their performance properties and are implemented and evaluated using a
real-time indoor quadrotor test environment.
First, the issue of IMU sensor faults is investigated. Simultaneous accelerometer
and gyroscope sensor faults are diagnosed using structured residuals. A nonlinear sensor
IMU fault diagnosis is developed for the case when all attitude angles are measurable.
The robustness of the diagnosis algorithm is analyzed in the presence of sensor mea-
surement noise. Then, the critical assumption that roll and pitch angles are measurable
is removed. By employing sliding-mode theory a robust roll and pitch angle estimation
algorithm is developed. Based on the estimated roll and pitch angles, a nonlinear sensor
fault diagnosis algorithm is designed to detect, isolate, and estimate possible simulta-
neous biases in accelerometer and gyroscope measurements. The stability properties of
the roll and pitch estimator and of the proposed sensor fault estimation algorithms are
rigorously established.
Second, the issue of actuator faults is investigated. In Chapter 6, a fully nonlinear
framework for integrated quadrotor actuator fault diagnosis and fault accommodation
is formulated. A robust actuator fault detection algorithm is implemented and adaptive
fault detection thresholds are systematically designed to achieve enhanced robustness
and fault sensitivity properties. Additionally, adaptive matched FIEs are designed for
fault isolation. After fault isolation, the fault magnitude estimate provided by the
matched FIE is used for accommodating the effect of the faults. Then, In Chapter
7, a nonlinear adaptive fault-tolerant altitude and attitude controller is developed to
automatically stabilize and recover tracking performance of the quadrotor, even in the
presence of possible multiple simultaneous actuator faults. Compared with the approach
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in Chapter 6, the adaptive control framework can automatically accommodate the effects
of actuator faults without the need of a fault diagnosis mechanism. The controller guar-
antees asymptotic tracking performance even in the presence of multiple simultaneous
faults.
Finally, in Chapter 8, based on the general methodology in [33], a monitoring algo-
rithm is implemented for detecting software faults in the advanced adaptive controller.
Adaptive thresholds are derived for improved robustness. A run-time assurance archi-
tecture is implemented for assuring the safety of the adaptive controller in the presence
of software faults.
In this dissertation, it is assumed that the quadrotor system is only subject to a
particular type of fault. Specifically, in the design and analysis process of sensor fault
diagnosis algorithms, actuator faults are not considered. Similarly, in the design and
analysis process of actuator fault diagnosis and FTC algorithms, it is assumed that IMU
sensor measurements are not subject to faults. The coupling between on-board sensor
measurements and forces acting on the quadrotor body in the quadrotor dynamics makes
the isolation problem between different fault types more challenging. As a result, an
interesting direction for future research is the development of a fault diagnosis and fault-
tolerant control system, which is capable to detect, isolate, estimate, and accommodate
sensor and actuator faults under a unified framework.
Additionally, the development of advanced formation control of quadrotor UAVs
has received considerable interests in recent years due to its broad potential applica-
tions in civilian and military areas, such as surveillance and reconnaissance [71], lo-
calization [72], telecommunication relay [73], etc. Compared with a single platform,
cooperative autonomous unmanned aerial vehicles (UAVs) offer a wider area of opera-
tion with improved efficiency in performing more complex tasks. In most centralized and
decentralized formation control architectures another layer of communication is added,
linking some or all quadrotors in the swarm. However, sensor or actuator faults in one
or more quadrotors as well as faults in the communication layer can lead to loss of
formation and degrade the overall control architecture. As a result, the investigation
of distributed fault diagnosis and fault-tolerant control with application to a multiple
agent systems consisting of multiple quadrotors is of great interest.
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[9] F. López-Estrada, J.-C. Ponsart, D. Theilliol, Y. Zhang, and C.-M. Astorga-
Zaragoza, “LPV model-based tracking control and robust sensor fault diagnosis
for a quadrotor UAV,” Journal of Intelligent & Robotic Systems, pp. 1–15, 2015.
118
[10] Y. Zhang, A. Chamseddine, C. Rabbath, B. Gordon, C. Su, S. Rakheja, C. Fulford,
J. Apkaraian, and P. Gosselin, “Development of advanced FDD and FTC techniques
with application to an unmanned quadrotor helicopter testbed,” Journal of the
Franklin Institue, vol. 350, no. 9, pp. 2396–2422, 2013.
[11] A. Freddi, S. Longhi, and A. Monteriu, “A diagnostic Thau observer for a class of
unmanned vehicles,” Journal of Intelligent & Robotic Systems, pp. 61–73, 2012.
[12] H. V. Nguyen, C. Berbra, S. Lesecq, S. Gentil, A. Barraud, and C. Godin, “Di-
agnosis of an inertial measurement unit based on set membership estimation,” in
Control and Automation, 2009. MED ’09. 17th Mediterranean Conference on, June
2009, pp. 211–216.
[13] Y. Younes, H. Noura, A. Rabhi, H. A.E., and N. Hussien, “Sensor fault detection
and isolation in the quadrotor vehicle using nonlinear identity observer approach,”
in 2013 Conference on Control and Fault-Tolerant Systems, Nice, France, 2013, pp.
486–491.
[14] H. Rafaralahy, E. Richard, M. Boutayeb, and M. Zasadzinski, “Simultaneous ob-
server based sensor diagnosis and speed estimation of unmanned aerial vehicle,” in
IEEE Conference on Decision and Control, Cancun, 2008, pp. 2938–2943.
[15] C. Berba, S. Lesecq, and J. Maritinez, “A multi-observer switching strategy for
fault-tolerant control of a quadrotor helicopter,” in 16th Mediterranean Conference
on Control and Automation, 2008, pp. 1094–1099.
[16] C. Berbra, S. Gentil, and S. Lesecq, “Identification of multiple faults in an inertial
measurment unit,” in 7th Workshop on Advanced Control and Diagnosis, ACD,
2009.
[17] J. Macdonald, R. Leishman, R. Beard, and T. McLain, “Analysis of an improved
IMU-based observer for multirotor helicopters,” Journal of Intelligent Robotic Sys-
tems, vol. 64, pp. 1049–1061, 2014.
[18] M. Ireland and D. Anderson, “Development of navigation algorithms for NAP-of-
the-earth UAV flight in a constrained urban environment,” in 28th International
Congress of the Aeronautical Sciences, 2012.
119
[19] G. Heredia and A. Ollero, “Sensor fault detection in small autonomous helicpot-
ers using observer/Kalman filter identification,” in Proceedings of the 2009 IEEE
International Conference on Mechatronics, Malaga, Spain, April 2009, pp. 1–6.
[20] P. Lu, L. Van Eykeren, E.-J. van Kampen, and Q. Chu, “Sensor fault detection and
estimation for quadrotors using kinematic equations,” in Advances in Aerospace
Guidance, Navigation and Control, J. Bordeneuve-Guibé, A. Drouin, and C. Roos,
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